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AWS SDKs TEBHES N TLVD AR

Z<OSDK &Y =)Lk, HERIARFLEHEZAT7ZVEZBELUT, WO OHBHEZHRE
LTLW&ET,

COHARIZERTICEATRIEBRIEENRTVET,
« AWS SDKs&Y — )LD T O—/V)LEETE - H£E config B&K U credentials 77 A I FEEFRE
ZHZEFEHAL TAWS SDKsEY — L ZRET D H %o

*« AWSSDKs &V —)LZEALLRAEET VLA -THHEAWS 2 LEICI-RFTLEFY—ILY
Tl T2 HEZWILET AWS DY —E A,

« AWS SDKs& Y —ILDREV 77 LA -
> Ao

« AWS #ES VR AL (CRT)SA751) - FETXTO SDKs THATE B HE AWS £BES > &
4L (CRT)ZA47Z1)OHBE,

« AWS SDKsX > T+ > AR — Tlk, Mobile and Internet of Things (IoT) SDKs ® T NEE & /&

3FEEFZEE, AWS Software Development Kit (SDKs &Y — LD XV FF 2 AR —E&/)N—
SAaZVIJIOVTHRBALET,

ERECEATERTRTOEERED YT 7L

oy
C
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DEBEBDEZEANELTVET, CCIICEHFETNTVAERICMA T, FALTWVWS SDKE
ERY—ILBEEOHA REFALTLKEEVY, COHA RTHOEROBEEELEY> I EEL SDK &
YV=ILERXROEHY TT,

REEALTLNDEA: COHARCEET DI IVERDES)
7,

« EEO SDK £1zEY—) AWS SDKSX > T F 2V ARI > —

« AWS Cloud9 AWS SDKs& Y =)L 0 JO—/NLERE

« AWS CDK

AWS SDKs &V —LZFEALEFRREET O+
» AWS Toolkit for Azure DevOps Z
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« AWS Toolkit for Visual Studio
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ReFEALTWRIEE: COHARICEETZ EIZIVEARODESY)
<9,

AWS Toolkit for Visual Studio Code
» AWS Serverless Application Model

* AWS CodeArtifact

» AWS CodeBuild

» Amazon CodeCatalyst
« AWS CodeCommit

* AWS CodeDeploy

* AWS CodePipeline

« AWS CLI AWS SDKs&Y =L 0 I O—/VILERE

S S S G AWS SDKs £V — )L &AL ERIEET I+
« AWS SDK for Go =z

+ AWS SDK for Java a

 AWS SDK for JavaScript
« AWS SDK for Kotlin AWS HBZ > XA L (CRT) S475 V)
« AWS SDK for .NET

« AWS SDK for PHP
L

AWS SDKs&EY —J)LOBEIV 77 LA
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+ AWS SDK for Ruby
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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Amazon Q Developer &, £ Al Z25FR UL ERRFETARXRNTHY., AWS T UTr—23a>on
BfE, BE. iR, BERCRISET, BEEMETSH1-HIC AWS, Amazon Q Z&{LT 2 ET
VE, RYELTEANBSRENCEEZERTHLEHIC. amEDO AWS O 7Y Tt
NTVET, FMICDOVWTIE., TAmazon Q Developer 1—H%—7 4 R1 @ TWhat is Amazon Q
Developer?) 228 L T &L\,

YV=IFYNOFTLANUEA

AWS FABRIIRE (IDE) Y —IL*¥ Y N, IDERND AWS H—EZRADT IV EAZTEILTE TS
T4 EHRBEET T, Amazon QIDE 7’59 41 > LHERMEEEIC K V). IDE DR Al ZEAH A RE
IC7& V) ET, & IDE Toolkit DFMIZDOWVWTIEE, BIOKRD Toolkit T—H—HA RZSRBL T EE
W, IDE T® Amazon Q O FEAQFEMIC OV TR, "Amazon Q RO Y /N—HA K, @ "IDE T
M Amazon Q DEAL REY VZSRBRLTLSEZ L,

AWS IDE Toolkits & Amazon Q I&. $#& ® AWS Toolkit & AmazonQ DV —AIZETIREZE
HITBEHIZ, 94T MIOTFLARNIF—R2ZRELTRETDCENBYET, NEEII
F—A&(k. AWS Toolkit & Amazon Q DERAEEE{LLE T,

I X T D IDE Toolkits & Amazon Q AWS TREENFL X NUF—ROFEMIC OV T, aws-
toolkit-commonGithub 'J7/RZ N @ commonDefinitions.json RFIX RZEZSBL T EEV,

& AWS IDE Toolkit & & T Amazon Q HREREIZ R > TPRETNETFLANYF—XOFMIZ DV
Tk, R®D AWS Toolkit GitHub VAR KU DUV —ARFIXI RN EZSBLTLSEEL,

« AWS Amazon Q %Z £/ L /= Visual Studio Toolkit
« AWS Toolkit for Visual Studio Code VS Code @ & & T Amazon Q L3R AL
« AWS Toolkit for JetBrains JetBrains i & KU Amazon Q 7’55 14 >

* Amazon Q for Eclipse

AWS Toolkits TPV EATEZDREND AWS H—E Rk, BMOISATMNIOTLXRN) F—
REWNETRHENBYVET, 2D AWS H—ERIZL > TRNEET D F—2OEEOFHMIZ DL
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AWS SDKs& Y —)L 07 O—/VILERE

AWS SDKs X AWS Command Line Interface ( AWS CLI) & Dt AWS BREY —IILE2FERTS
E., AWSH—EAXAPISZBRETEET, LEL, TORIC, EREhEBREZERTIDLHICH
EREHRE SDK FLERY —IILICERETIHEN HYET,

CORBICEATOTATLNEENET,

« APl DD L tZ2 &5 9 228, RiEHRIE. AWS H—N—AODUVIITANZRES{LTS
EHICERAETNET, COBEHREFEAL T, FIDAWS ZHEEL., ThICBENMNITONET I
AFFAIR)S—ZRBTEERT, XIC, EORDIBTOVAEETTEDINEHMTEET,

s UOTARNOREBEZE, VIOITANDEEFERXR (AWSH—ERIVRERAUKN), LARADRE
RELBFRTRAEE AWSCLI F£E SDK ICERDEHICHERATZ EOMHOEREDEEMA,

HESDKRERY -G, VEBFABTHRERERREHRIEITDLHICHEATEZIBRBOY —A%ZY
R=BRLTLVERT, V—ADOHIZE SDKPY—ICHMBDENEHD 1=, TOHEDERAFED
FHCOVTE, ZOV—LEIZESDKORFIXY NEZRIDBENHVET.

1L, AWSSDKs&EY =)Lk, J—RBBUADTZAIVY—AL SO —BNEREE T R—
RULTVET, cOEIa>TR, RORMEYZIZOVWTHBELET,
(N =Ry

« X857 7 A )lconfig& credentials 77 1)L ZFEAL TAWS SDKs &£V —J)LZTJO—/NILICEBRET
)

« AWS SDKs &Y —)LOHAE 7 7 4 )lLconfigk credentials 77 1 JLDBFIOBREELEE
« IREZHZEFAL TAWSSDKs&eY —)L&E T O—/NILIZERET S

« WWMZARAFL7ONT 14 %ZFHL TAWS SDK for Java & 25 0O—/VILICERET S AWS SDK for
Kotlin

HBT 7 14 )config& credentials 77 /)L &EERHL T AWS
SDKs &V —)LzJ0O0—NIICERET S

48 AWS config 77 M4 J)L & credentials 7 7 A )Lk, AWS SDK £zl EY —ILADFERLERE
ZIEETEDIRE—MNEAETT,

#5 config 8KV credentials 77 4L 4
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H#B 774 )lconfig& credentials 77 AINICIE, —BOTA77AILFEENTVWET, 7
A774J)Ik, AWS SDKs, AWS Command Line Interface (AWSCLI) ., 8XRTEOMDY =)L
THEAThZF—ECEORTO—ENDHRETT, 7OV 7A N 2FERTBHEEICSDK/ Y—ILD—
HEBRETHLEHIC, BEEA7O77AIILICREENET, ChsOT7 7ML, EFf 1I—H—0
A—AIIREBICHZDIXNTOT V=232, 7O0EA, FLESDKICHEETREVSAT T#
Bl Eh&ET,

#E config 77 M) & credentials 77/ I)LIkEBE55% ASCII XF (UTF-8 TII—R&h
7‘)®&Eat7b DTFARNTTAILTT, CchSE—mRICINI 7 7AI)EFENDERXZEEY)
9,

707740

H#E config 77 M4J)LE credentials 774/ IAOREFBEN7O7 7M1 IIICEENS TS NE
To 77MIATERO7O7 74N ZEERL T, BL2HARREBICEAIZIELIREBREEK
TEEY,

[default] Z7O77ALICE. BEOGBFMNETOAT 7 AL EEEATVWEWESRIZ SDK £
EY—IARL =23V TCHEATNDENINrEENET, BEAICTHTHNICSRTEZENO7O7 7 4
LWEERTRDEETERT, BRTOATTFAINRE. T7TVT—232®2F VAU TERDRE
EEZERTERY,

® Note

[default] BREICHFOBZVWITOT7AILTT, COTOT7AIE, I—H—
707740 ZEEELBEWVEEIC SDKAERTEZ T 7L NOTOT77AILTHD I

., default OERAFIHFSNTVEY, ERESNET7 A NEZMOTOT 7 AILICE
R332l EREBA, [default] 7O 7AIINICAL ZREL ., BRNETOT 7 A
LIRELZEWES, BRINE7O7 7ML ZEATREE. EFREThEFHA,

BUNETO77AIZERETS

[default] Z7O7 7 AL EEBOERNETOT77AILE, BU77AIILRICEETEERT. X
OREZFEAL T, I—RORITHICSDK TGV —INFrFEATZ7O77MIIOREZERL E
T, 7O77ALNREO—RATERTSZCELE, ZRETHIEECOAVIRIECERTR L
TE&XJ AWS CLlo

ROVWThAZREL T, COBREZRELET,

70774 5
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AWS_PROFILE - RIEZEHK

CORBLZHZZURNETOAT7ANELEE "F7A4I)I M) ICRETDE, IXNTO SDK J—
R&EAWSCLI ONREIEZFO7O077A4IINOBREZFEALET,

Linux/macOS WX RTAVICKBDBREBEZHROFREDH ZLLTICRLUET,
export AWS_PROFILE="my_default_profile_name";
Windows DN RTA VIZLDREZHOREDH ZLULTICRLET,

setx AWS_PROFILE "my_default_profile_name"

aws.profile - JVM > AF A7 ONT 4

JVM O SDK for Kotlin & SDK for Java 2.x Tld., aws.profile AT A7 ONT A ZZETE
F9. SDKF, Y—ERIZATU N EZERTDEEIL, O—RTHRENF LBEEThBEVEREY,
BEIREZ7O77A4IINORELZFEHALET, SDKforJava1.x &, COTATALAZTONT 1 %Y
R—=KNLTLVEHA,

(® Note

75— a3a 0 8BoT7 7 )5r—23> 2270 VWS H—N—LICH25EE. 7
72O T7A77AIINTREL, BICRAFETA7 7N 2ERATHI L EHEBOHLE
T F7FIILRO7O7 74L&, REANOEED AWS 77U Tr—23a>v Ik > TEHEH
ICHBEh, ThSsORBTHEEAET, LEN 2T, BOI—H—HATF7SU5—>23>0
F7ANRNTOT77AINZEFHFTZE, OI—F—ICERLEBEVEEEEZX 2 TWEEND
WET, chzB<ICE, HBconfig7 7AIILICEFIFETO7 74 ) Z2EEL, JI—R
LB E7TO7 74N ERELT, TORPFAET7A7 74N ET7IT—2 3 TEH
LET, REZRFLZ IVM P ATLAZ7ONT A Z2EAL T, AOA—=7HTF77)5—3
JNICOKREETDCEN DI >TVREEE., BRINET7O7 7ML EZRETERT,

RE77AILOER

config 77 M)k, £V 32VICREHSNTVET, EI/23a2VEF, REOBHNEIL V>3
OTHY, BRI IAVERDITIREENDIRTHRERT,

BREZ77AILOERX
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config 774 I)LiE. ROFAEEATZITL—2TFARNTI7AILTT,

c EUAVRHOINTOIY MUK, setting-name=value O —MWEFERXICKY ET,
s TOXRBICNYZ2RT #) 20D E, TZ2IXRNTINTEETD,

to>areq47

tUYaVERE, REQIL IV 3aVICBMERTRTTI. £V I VERTOABRERERZA
T[] T, /MR, £33 R(TRBFERIZADDNAZLBN BN ERT, HX
FLBFECNAT2 (), PUE—AOT7 ) BERATEXRIAN, AR—ABRFEATETLEA,

2aAVERTOH : [default]
[default] &, profilet V> a> BRI FEZHXLBELAVE—OZ7O7 74T,

[default] 7O77ALNDOHBDEAE config 77 A ILOBIELATICRLUET, region ZRELE
T, BBV AVEBNRETDIET, COTICHESINTORERK., o707 7/4I)ILO—HT
ED

[default]
#Full line comment, this text is ignored.
region = us-east-2

92 3a>RA7: profile
02 a2 ERITOH : [profile dev]

profile 43 3V EHFTR. cET PRI FUACHEATEZENNEREIN—T T,
BEHMHETOT77ALEDVTOEREROBICE,. IOEIS3I>D T7O77(),) BBBLT
<EEV,

ROBIE, profilet V23V ERITE EVSEROTOT 7 AN ZEFHE dconfig7 74 I)LZRL
TW&ETfoo, BIDEIZIAVERIRETEZIET, COTICHESINTORERF. COBEFET
O77A4)LO—&TT,

[profile foo]
...settings...

REZ7AINOER 7
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ROBIO s3/BERPHTRERE, —BOBRELBIBEOHTRETIN—THFRAREATVET,
BTREZ 1 DELREBDAR—ATAIVFURNLTIIL—TICHERTET,

[profile test]
region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000
93323247 sso-session

2
O aVEZRTOH : [sso-session my-sso]

sso-session VA OERTICE. ZFEAL TAWS RIBEREMRITZDELSIC7O7 7104
ERETIEHICEAECNBBRED TN -7 OHEN FHF SN ET AWS IAM Identity Centero =~
TINH A2 FRAOFREDFEMICOVWTIE, TIAM Identity Center ZEH L T AWS SDK &V —)L

ZRild 21 ZZRLTLKEE Y, 7O77A4)EE. F—EEOARTIZEK 2T sso-session £
AUV IENET, T, sso-session ldF—, sso-session EIZ I DOBRHIFET
9 ( sso-session = <name-of-sso-session-section>%& & ),

ROBITIEE, "my-ssos OR—U2ZFEAL T "111122223333, 7HO KD

FSampleRoles IAM O—JLOEH AWS REIEHRZEMBIA 7O 7ML ERELTVET, "my-
ssoy sso-session 2923k, profile 923> OHT sso-session F—&EFEHAL THE
ACTSRENET,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

Il

o>

>34 7 sexrvices

o EHETNDH : [services dev]

E77AILOFER 8
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® Note

services T2 a V@Y —ERABEOIY RRAVNDHARIA X EHR—NLTH
W, COBEZEUSDK EY I TOXMEATEET, HFEVD SDK T OEEENFEAT
EDNESHEZERTDICK., "H—ERBENOI RAKRA >~y O AWS SDKs& Y —)LIC
LBDHR—KN ZZRLTLEET,

services LU IVERTIR. AWSOH—FER UIVIARNDARZLAIY RIRA 2 NERE
TRREQDIIN—TICBuZEFTERT. A7 7ML, F—EEORTICK2Tservices &
v2avIt I OENET, T T, services [FF—, services I IV NRBIRETT
( services = <name-of-services-section> % &),

services £33 d& SIC<SERVICE> = |, {Tl&lCHY TRV avIZpElEhET, <
T, <SERVICE>lF AWS OH—ERX #BFF+—TF, AWS OH—E R BRI FlE, IXNTOAR—
AZETUA—AATICBEERZ, INTONFENXFICEEH; A serviceldd & T, API EF
LD IZESVTVET, services BV 3> THERATRZINTOH—ERBRFF—DOUANIC
2VWTR, "TH—ERBEOIV RRAMOFERF1 ZSRLTILKEET VY, Y —ERABAFF—0
BIZE, RARENERE (FREAN1TEHY ., 2DODAR—ATA VTV REATVS)
EET,

ROBITIE, services EEZZMEAL T, Amazon DynamoDB H—E ALK L TiThhiU o T
ANZOKRERATDELSICI RRA M EBRELTWET, "local-dynamodb" services &
923, profile 923> OHF T services F—Z2FRAL TR TSRENET, AWS D
H—E R #BFF+—& TFdynamodb, Amazon DynamoDB H—EAH 7o a> ik TEAS
BEVYETdynamodb = . BEEDA VT RENETRIRNTEOH 72723 ICEEN, TD
H—ERCEAENET,

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

NAZRLLIY RRAV NOREDFHMBICOVWTRE, "H—EAEEBOIV RRA b, 25RLTL
ZE W,

REZ7AINOER 9
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roAlE¥ER 7 7 1 L DK

JTA77ANEOD I VN EEE profile THRESBVZEZRITIE, credentials 771D
L=ILIE—MMIC config 77 AMLDIL—I)LERUTYT, AFENOEICE, 7O7741ILBEBE&HD
AEFEALTLKEZTV, XROFlF, £VSBEO7O7 740923 ZF Dcredentials7 7
A1 )I&aRLTVWETfoo,

[fool
..credential settings...

credentials 77 A I)ICRTFTEDDR., "—IL YRy FLERBBEERBENDE

E. aws_access_key_idaws_secret_access_key, 8 KRT Ok TFaws_session_tokens

CNSDBREFHBcONTig7 7AIICERETADCEETERTHN, ChsOBBEHEOSVERG R

Dcredentials 77 A IINICRBEIT B CEZHBE#OLET, chilkyY, BEIIRUTTI 7SI L
ICEBRIDOT O AFAZEZADENTEXRT,

[default] Z7O77AINDOHBEAK credentials 77 AN OHIELLTICRLE
9, aws_access_key_id, aws_secret_access_key, B KT aws_session_token FO—/\

IREZHRELET,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX21QoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

77 ALTEERETO7 7 AL EAT B Adefault T EFATENCANDS
Fcredentials, CCTORER. AUTO7 7 AL EZERTHconfig7 7 A LOREE MK
abEsnEd. AURNERETITO77ALOAED 7 7 A L CRIEESEN 5284, RTHE
BT 7ALOF—HFEEENET,

AWS SDKs &YV —I)LOHE 77 14 )lconfigt credentials
FTAILDERMOBRREEE

HHE AWS config 77 /)L & credentials 7 7 A )Lk, AWS SDKs& Y — )L DREFRERET
BTL—FTFFARTT7AILTY, 774N REBEICO—HILICEEL, SDK I—RFEFLRFZTDIR
BTETITSAWSCLIOX > RICE>TEEBWICERAENET, flxE, B0 E1I—2T,
F = l& Amazon Elastic Compute Cloud 1 > AR ATHRTDEHEEHETT,

REALBEH 7 7 1L OFERX 10
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SDK £V —IN%E2ETITdE, CcnsO77A4 )N eFIv oL, EHAAERBHRREZO—RL
TT, 774NN ELEFELEVEESE. SDKEERY I >TEXN G T 7AINFEEBNIC
ERENET,

T7F#ILKTE, 774 homeERizlk I—H—T7 A I)NFICEMES iz .aws EVSHERIO T # )L
FIZHYET,
ARL—=—TFT AT AT LA F77ANDT7 #)SOFFEAR
Linux 3 & ' macOS ~/.aws/config
~/.aws/credentials
Windows %USERPROFILES\.aws\config

%SUSERPROFILE%\.aws\credentials

R—LTFALIRN)DORRE

~ L R—ATFALIRNUDBRIIOKERENETT,

« NAZRIHLEXT

s BRIC/FERETSYRNT7F—LBEOXYY) XENHEET, Windows Tlk, ~/& ~\OWEH
DNER—LTALIRNJICBRENET,

R—LTALIRNIERETDEEIL, ROZBBANFIVIEIKT,

« (£72Y M7 #—LA)HOME IREZH
( Windows 72 ¥ N7 #—/ ) USERPROFILE RREZHK

« (Windows 7’2 ¥ N7 #—/1) HOMEDRIVE & HOMEPATHIREZ H 0 E#E ($HOMEDRIVE
$HOMEPATH )

« (SDKEERY—ILZEDAT3Y )SDK EERY —IILEEDR—LNABREBEGFER

AgEBBEEaRE. NAOXRIZI—HF—DOKR—LTFALININFBEETATVRES
(#l : ~username/ )., BREcni1—H—B0OFR—LFT1LI KN (H]: /home/
username/.aws/config) ICEERENE T,

AL A LT N ORBE 11
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cNSDTT7ANDTF7AINDEMEEETS

ROWThAZFERALT, SDKELERY—IILICE2>TZhSOT7 7MY HSO—RENDIEHZE
LEETEET,

REZHEZFERALET,

LTORREBEREL T, ChSDTTAINDBRELEERNZT 7 A NMENSHARALEICE
BTEXRY,

« config 7 7 A )L DIREZE : AWS_CONFIG_FILE

« credentials 77 /)L DIRFEZE : AWS_SHARED_CREDENTIALS_FILE

Linux/macOS

Linux £ & macOS TRO[L UV AKR—R AN REEFTLT, BOBFREREETEXRT,

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
Windows TX® [setx] AN RZRITL T, BIOBFRAZEETEEXT,

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

REBZHEZFERALULTCOATAZRETZDAZENOHMICOVTE., T 2BLTILKESVERELH %=
FEALTAWSSDKsEY —)LZJO0—NILICERET S,

JVWM S ATLZ7ONT A &2ERATS

JVM TE1T7E TS SDK for Kotlin & SDK for Java 2.x Tl&. X® JVM > AF L7 O/NT 1 &%
ELT, chsOT77A4IINOGHRELFEBAET 7 ZILNDSHARALEICEETEET,

« config 774 )L VM 2 A7 L7 O/NT 1 : aws.configFile
« credentials 77 4L DIREZLE : aws.sharedCredentialsFile

NBDTTFANDTTAIDNDEHZLEET S 12


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx

AWS SDKs& W —JL Y77 LY RAA K
VM AFALAZ7ONTAZBETRDHEICOVTIE, T #83BL TL £ & Lthe section called
UOVM 2 AT ALA7ONT 1 ZBETSHE, SDKforJavalx k., CheNATFLZ7ONT 1 %Y
71_:_ I\L-C\I\iﬁ/bo

IRIEZHEFEAL TAWS SDKse Y —)LZ20 O—/NILICERET

REBEZHIE. AWSSDKs &Y —I)L&2EATREZICREA /> a cRABEREEETDROEE
ERHELET, REZHBE, ROV MNEERTZEEX, BFE7O7 704 E2TF7F)LMEL
T—RNICRETIHERICKRILEET, FEAED SDK THR—RENTVIREZHOUARNIC
D2VTR., TREZHO—E, 2RBLTIEEL,

F7> 3> oOBEIEN

RELTHEFEALTRELEEETD L., B AWS config 8K U credentials 774/ ILRHRDOT
AO77A4)IASO—RENLEIXNTOEN LEEENET,

AWSCLIOXR Y RZAVTNIX—B2ZFEALTRELZEETSE, RN THIREZHE LR
E77A4L0O7O77A4LOVTIhADOEN LEEEhET,

RIBEZRHDRESE
ROBITE, F7ALROI—F—ORELBERET 2 HHERLET,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRFfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkulWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

REZHERETDE, DIV 0RTHRET, TLBERICHDEZRETDRT.
ERATRENEEENE T, EREZINDOAR—RNTYTRAOVTRTRETDZET, EH
BCNASDEYSIIVTRENICTDZENTERT,

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

REBLH 13
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C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

set #EALTBEERERETHE, BEOIYY ROV T hEY S a  ORTRET, =
FREBEROBIRETET, EATHENTEENET, setx £EALTRETRER
ETdE, BEOINRZ7OV7hEY23a>oBLUON Y REFTEICERTZDINTOHOIN
ROV a>THEATIENABREENET, chid, IV RETHICT TICET
EATVBHOITY R ILCRHEBERELEEA,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"

BDBICRT RS I PowerShell 7OV 7 K TREZEHZREL LHER. BEOEY> 32D
BB TENMREENET, PowerShell BRIV R7OV7 MY a v ETREZSKZ K
FRICERETAICEK., [AMO=IUNZRIL D [ZATALAIT7Vr—>a3a>zER0 TEHEZR
BFLET, £k, ZH%E PowerShell Z7O7 7 A IIICEMT 2L, ZOEHESHOINTD
PowerShell EY > 3V ICRETE XY, REZHOREFERPThE Y I VETKRENICHET
BEMIZDOVWTIE, "PowerShell documentation (PowerShell RF 21X N #SBLTLKEE
Wo

#—)\— L ARBEBRE

RREICY-—N—LAT—FTI0Fv2EAITZEHE, REEZBEZREIZLHOMHOAT IV EH
WERT. AVTFIRE2TE, VTV RREBEECEAKIC, TOAYTFHFTRITENSZI-RICHLT
RBEDHEEZFEALTREZERERRLEYTIORALEN TR ZENTEFRT,

EzF, ZFEATSE AWS Lambda, IREZHEZEFERETEXTT, FHAICOVTEK., " AWS
Lambda FAROY/N\—HA Ry OAWS Lambda "RIEBZHOFEH ) 2B L T EETL,

H—N—LAT7L—LD—UTR, REBZEOTOT7ONAF—F—OT D serverless.yml 77
AL SDKIRIEEBEBEZRETED CENKLKHYET, O serverless.yml 77 AI)LICDL
THEHULE, ™M—N—LAT7L—L4LT—21 RFAXbO "T—HEHHZE, 2SR LTLEE
(A

H—N—L ARBEZHEEE 14


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings

AWS SDKs& Y —JL V77LYAAHAR

AT IREZBORELCEDXANZALZEATRIAICAADLS T, DT FHILEL2TFHNENT
WBENEHYET, LEAK, Lambda®d "EREFH TV ZALRBEEH, THHTATLDE

NBEETT, REZHBOLELECHBROBEICOVWTE, FALTVWAOYTFTORKXRFIXY
heZRLTEEL,

JVM 2 AT L70NT1Z#HL T AWS SDK for Java & &%
O—/NJLIZERE T D AWS SDK for Kotlin

JVM AT LAZONT A, P ZRE, VM TEITE N1 SDKs OFREA 7S 3> AWS SDK for

Java L RAHEHEIRET D HID A EEREML £ AWS SDK for Kotline SDKsy Z5BL T &
W, 777

F7> 3> OBEIEN

s WMZATA7ONT 1 Z2FEALTREZEET D E. REZEBTRON > EX,. £F AWS
configB & ¥ credentials 77 A J)AO7AO77A4 ) A 50— I\éh?"@?’)‘tiééﬂﬁ?o

- REZHEFERA LU TREZEETDE, HBEAWS 77 ( )configB & U credentials 77 4
IAOC7O774)LA50—RE 1’17‘:1'575‘J:§€‘c.“1’1$3'o

VM S AT LATONT 1 ZRET D HE

WM AT ATANRT A&, W< OHDBEETRETEERT,

ARV RZA42E

DAAYFEEALTIARY REFCHTEEZ, javadIY RSA VD WWM P RF AT O/

TAZRELERT, ROONY RIF, O—RADEZBARHICEZFELZVRY, IXTOH—EXR
DZATRNIRLT ZAWS V=232 JO-NILICERELR T,

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

BEOJIVM S ATLTONT A ZRETIHEN HDEEE. -DAMYTFEEREIEELET,
REZHZFERTS

AR RZAVICTIVEALTIVM ZHOCHLTT 7V T5—2 3> 2RI TERVEEE.
JAVA_TOOL_OPTIONSEEZHZMFERALTIOAN RZA AT R ETEEXTT, COTT

JVM S RAFA7ANT 4 15


https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html

AWS SDKs& Y —JL V77LYAAHAR

O—F&, Java 524 LT AWS Lambda Bz E1T0L Y, BHAK JIVM TI—REETLE
VIBIMRRATRIBEET,

ROBITE, - RADEZARNICLEZEELZVRY, IXTOY—ERIZA4T7>2 D &2 AWS
V=232 JO-NILICRELET,

Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REZWEREITDEERAIZENEEET N, TOERF I EYSIVFRTIRIL, T
ZHICHDENREENDETENTY. BREZINDAZ—RNTYTAVITRNTRETS
CET, ERECNAASOEY S IADTRENICTDENTEET,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

set EEALTRELEHERETSHE,. BEOIVY ROV TRy 3V ORTRET, &
EREHENOECREToET, BATHIENEEENET, setx £EAL TRELTHESR
ETdE, BEOIOR ROV MY 2 a>rBLOCIANY REFTRICER TS IXNTOIX
Y RZOYT Ry YA THEATHIEAEEEET, Chid, OV REFEI T TR
EhTLVBHOITY K T LCRFBERELE A,

ROPIUZRFTRSIC, System.setPropertyXV vy REFAL T, EFRFICI—RTIVM AT
LAZ7ONTAZBRETHEELTEET,

System.setProperty("aws.region", "us-east-1");

/A Important

SDK H—ERIVZA T N eHHILT R IVM AT LTONT A ZRELET, 5
LaWe, Yy—ERIVZATU NIEDEZFERTDAIEES B KXY,

WM RATFAZ7ANT A ZRET D HE 16


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx

AWS SDKs& Y —JL D7F7LYAAAR

AWS SDKs &YV — )l ZERALLELEET IR

AWSSDK 77U —2 a3 zlRTDEE, FLERFERATE AWSY—IILZERATZBEIE AWS
DH—EA, J—RFLERY-IORALEZEBILITDIVLEN HVYET AWS, AWS UY—ZAD
TOU0SALICERDTIOEAR, I—RAETENZRELEMNATRER AWS PUERIZIHELUT, &F
TERBHETHRETEERT,

O—7) (AWSHETREBEW) TRITEhDI— ROFBLEAT 3>

« 1AM Identity Center ZfEA L T AWS SDK &V —)LZRHTD -EFIVT 1 ORANTSY
T 14 A& L T, IAM Identity Center AWS Organizations T ZfAL T, IXTO ANOT I A%
EEITHLEZHEOLETAWS THUY N, TLI—H—%ZEKT S AWS IAM Identity Center
. Microsoft Active Directory ZfEfH 32 A, SAML2.0ID 7’O/N\4 & — (IdP) Z2EH T3 A, IdP
ZEBICTZIFL—23TEERTAWS THI Y R FEVDO U —2 324 IAM Identity Center
ZHR—KNLTVRAESH ZRFETSIZIE. Amazon Web Services £ 8D 7 7L VA @
TAWS IAM Identity Center T RIRA U hET 3 —2, Z2ZRLUTLKEEV,

« IAM Roles Anywhere Z £ L 7= AWS SDKS&:‘/ JL D FZEE — IAM Roles Anywhere ZfA L T,
ABTERITENDY—N—, AT+, P70T5—>308EQ0T7—O0—RO—EHNEEF1)
T 1 RAESRZE IAM THRBTEET AWSc> IAM Roles Anywhere ZfERA 32 IClE, 7—20—R
T X509 itAEZEATILEN BN ET,

« AWS SDKst Y — )L ZFBAET 2 120 D AWS FRELEHZHF2DO—ILD5EZ T - IAM O—J)L %5
EZTT. ThUADBERT IV EATEZRVWAWS VY —RIC—KRHNIZTIEATEEY,

« AWS 7Ot AFx—%FEHAL = AWS SDKsFREE — FIEHEAMEV, EEFAWS DY —A0OEF11)
TAVRINBEHAREEN HB2TOMOFTT a2,

AWS RIBNTETENZI—ROFBEAT7> 3>

O—RARTENDEAWS, P75 —2a 0 FRIAHEREBEBNICERATEDLRSICEYET,
BIZE, 77— 3> H Amazon Elastic Compute Cloud TTRARERTWVT, TOUY—AIC
EEMNFSshEZ IAMO—IIAF®H35E. RABREBBNICT VI — /E/T%UFH—I ElC/EV)E
¥, E#RIC. Amazon ECS £7-ld Amazon EKS OV 72 EA T 254, IAM O— )L OFRFER
Y N&, SDK OFRREHEHR 7 ONA A —F T — /’ci)lb'(ZI/Td’P\]'C?"éﬁéh%Zl RiC&k2T
BENICERBTEERT,

e IAIMO—)LZFAL T Amazon EC2 ICF7OA4E N7 7V r—>3> #2585 9% — 1AM O—
IEFERAL T, AMazonEC2 A VARV ATTF T Ur—>23a > aRL2lE2T7L %7,



https://docs.aws.amazon.com/general/latest/gr/sso.html

AWS SDKs& Y —)L D77LYAAAR
« 1AM Identity Center AWS ZEAL T7OTJZ AT EXVERYTBICE. ROFENF HYVET,
« AWS CloudShell AV —JLAS AWSCLI OX > REERITITSICE,. ZFEALET,

s V7KNDITHREF—LAFOIZTIRR=—AOIATRL -3V AR—AZHATICE
FAmazon CodeCatalyst; OZEAZKREISEE L,

DITR—ADTAFoOTATA—7TONA T —ICRDRBE - ENANEERFRITATMR—AD
DIJTFT—=3Y

TOCRBRBBETRENAANTTZVT—23 V&R IVZATOM—AODIT T )r—>3
CEERTRIERFAWS, JITIDT7IFL—23aVEGALT—RNKAWS X217 1533
BHREHNICVIIARNTRIRSICT7UT—2a2>%ZBELET,

JI7JID7IFL—>arvEFERTRE, DAZRLYA A O—REERLEYBBEOI—H—
IDZBELEVIRIHEBREHYEEA. TORDYIZ, FTVOI—H—E&, K<Hs5hTW?
S\ERID 'O/ 4 &' — (IdP) (fl: Login with Amazon, Facebook, Google 7% & @ OpenlD Connect
(OIDC) Bt IdP) ZFEAL THA AV THENTEET, RIAEMN—VVZZHEY, TOR—
U O—BNBREF IV T RIBERERBRLT, AWSOUY—RAZFEATIT I EAFA%Z
BEDO2IAMO—=)ILICYXYETTEXRTANS THIV K,

SDK £h@FY—IARETSIHEICOWTIE, "TJ 17 ID F/F OpenlD Connect THO—)L % 5| &
&H"C AWS SDKSt‘/_)I/EFVLa n.[Ea-éJ E*Ebf( EE (AN

ENALTFTVr—23a I L T, Amazon Cognito DERZH#1® L EF. Amazon Cognito
& ID70-—HA—&ELTHEL, I—H—0RDYICB<DTIFL—2aEEETVET, FHil
IC2WTE., TIAM1—HY—HA R, ® "ENAILT 7 JICK T S Amazon Cognito DIEA L 2SR
LTLEEL,

TOEAEEICET 2 FMIER

IAM 1—H%—HA RICE, AWS DY —AANDOT VLA ZZELICHHITILEOOUTOBEHRN GCEHE
nNTWVWETD,
« IAMID (1—H—, 1—H—4)L—7. O—J)L) - TO ID DEXREEHL FF AWS,

c IAMICEFREFIVTADRARNTZI9TAA—BERREBETLICH>TAWS 7T U T—
JAVERRIDIBIIRSNEEFIUT 1 OHRSERE,

Amazon Web Services € RO U7 7L VR IZIE, A TICET2ERANBEREBEBNI HVET,



https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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« AWS FREFBHOEBHELENE — AV —INTOAET7OATZLAT VL AOBAICEBTEZ TV
AF¥F—FA72a EEERBTSU9T1 A,

FIOEATBIAMTAFEYTFAT 422 Z—OEEE I IDEE (TIP) 7594 AWS OH—F
A

s TIP 7S94 %EFERALTICTI9EATAH AWS DY —EA-EEBTED IDOEBEYR—NT
% Amazon Q Business £kt —ERABOT7 75— 3> #ER L. AWS SDK for Java
Tk 2FEAL TVWBHEEIE AWS SDK for JavaScript, TIP 77504 &2 ERAL TRAZEE{L
TEET,

AWS EJLSE— ID

k., TTICAAEAWS 7HDU M LTWVWD, FERERTDTHMEOHZENE AWS EJLSE —
BRELERT, AWSTHUUN I, ERULEAWS UY—ZANAVTFELTHEEL, Thsol)
V—ANtEF 1T ERZRHLE TS, FI1—H—E2BAELTAWSEILZF—IDERLET,
EERALTHYAA42 AWS EJAZ—ID $5 &, Amazon Q X Amazon CodeCatalyst % & DB F &
V=LY —ERICTI9EATEET,

s AWSHA VA I —HA RO " THA A2 AWS EIIA—IDFT B - ZEKLTHEATS
FEAWS EILA—IDE, ELX—IDAREIZRNBICOVTHALET,

« CodeCatalyst ®#=: - Amazon CodeCatalyst 1—H'—7H4 RTH AWS EJLZ—ID -
CodeCatalyst TM AWS EJLA— IDOFERAFEIC OV THBLET,

IAM Identity Center Z{FFA L T AWS SDK &YV — )| ZFFET %

AWS IAM Identity Center l&, AWS (A E1—FT AV IJH—ERATT TV T—23 0 2HKTS
AWS £ ZEI(Z AWS RIERERMIZIHERFETT, LA, ChRO-NDILORARRREOLS
%€ MO TT, Amazon Elastic Compute Cloud (Amazon EC2) ® &M AWS UY—ATHEFELTL
%% A AWS Cloud9, KD WICEDH—EAN SRIABERZNBIZD_EEZHEOLET,

COF1—KNUTILTEE., IAM Identity Center 7 V2 AZHIL, AWS POV EAR—ZI & ZFEH
LTSDK F¥EEY—IAICERELEYT AWS CLI,

« AWS 77U tEAR=ZLE, IMTAFUTATAEVR—ICFBHTHA 423017
A7 —>32T9, URLDT7#—X Y M d-xxxxxxxxxx.awsapps.com/start, ik
your_subdomain.awsapps.com/start T9o AWS PO EAR—ZRIIZHA A4 TFTB L,

AWS EJLA— ID 19


https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept

AWS SDKs& Y —JL V77LYAAHAR

TOA—HW—RAICREENELEO-INAWS THIUN E O-LERRTEXT, COFIETE.
AWS 7O tEAR—Z)NZFEAL T, SDK/Y—IIFA7OLACHEZREBEZRELET,

« AWSCLI Ik, O—RIC&K>TITHONEAPIO-ILIZIAMTZATFoTAT14 2R 2R
BDES5ICSDKFEERFY—IERETADEHICFERAEIET, CO1ERYOZOLATE, #E
AWS configZ7 ZA AN EFech, J—ROEFTEICSDK FEEY —IICK >TEAEIhET,

B TR SR AF
COFBEMATRHC, UFERTLIHBABN BUET,

« BVEBEIFEAWS THIOUN, AT YTLULETAWNS THO K,

c IAMT7ATFUTATA R E—ZFTEBMCLTVWAEVESEE. T AWS IAM Identity Center 1 —
H—HA R OFIBIEH D TIAMT AT TATAE S Z—ZB/MICLET,

IAM Identity Center ZFRA L TC7T O TS ALAILRD T IV EARAZRELEFT
ATY7T1 . TOEAZ®IAL, BUBRTIVEAFTEY h2BRLULET
AWS BREBRICT VAT I, ROVWThAOHEEZBRLET,

IAM Identity Center @ED T IV AZEIL TVELEA

1. AWS IAM Identity Center 1—%'—7# 4 R® "F7 # )L b ® IAM Identity Center 4 L O~ %
FEALTA—Y—T7IOtAZREITS, FIEICH>T, I—H¥—=EML, EEEERZEML
9,

2. T2Vt AAdministratorAccessHFatY N, BEORARICEFEALEVWTIEEL, Kb
VIZ, BAENANCOBEWNDOEHICHAR LPowerUserAccess 77 EAZFTEY NZEERL TV
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credential_source ZEH L TAmazon ECS 277+, AmazonEC2 A VARV A, £ERIRE
BN SHRIAEHREZRMELET,

source_profile ZFALTHOZ7O7 7 A ILA SERAHEHRZEIEBLET, source_profile &
T, O=—NILFIAZT0EHR—-—NLTVET, O—-IFIAZ20JLF, 5l1ZZ2FEO0-)L%
FoTHloO—)LEZ3EZT23707 74 IILOREREETT,

TO77A4INThEZIEETDE, SDKELERFRY =N EBEBHICKETS AWS STS AssumeRole
APl J—)LZTVWE T, O—I)Z5| 22T —RKNLRIEBHRZNMEL THEATSICE. £F AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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config7 ZA L IZCRDOBREEZIEELE T, ChSOREOFMAICOVWTE, "TO—/LFEEIEHRT
ONAE—%Z5lEZFFET) 2ZRLTSEZ L,

« role_arn-ATY 7 1 THEREhEZ IAMO-)L

« source_profile £ l& credential_source DWIThAZERELFT
« (#7223 >)duration_seconds

« (7> 32)external_id

s (7> 32)mfa_serial
)

s (A7<32)role_session_name

ROBIE, config HBT77AILAD 2 205IEZRFO-IINATSIVOREZRLTVET,

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

INTOEZZFO-ILOFAEBTR7ONA A —OREOHMICOVTF, COHA RO TO—)LFE
AEHR7ONA A —%Z5|2ZTET, 25RLUTEEL,

7T 7 ID £7I& OpenlID Connect TO—J)L%& 5| & Z(+T AWS
SDKs&Y — )L ZFREET S

O—I)TE, MOBFETETIVELATEBZVWAWS UY—ZAANDOTIEAIL, —BHRBZEFIUT1
RAEHROEY N2FERATHIMHEN HBBDELET, chsO—RNAFRRIERE. 7OEAF—
ID, >—9JLYRNTFIEAF—, BXPEFIVTAMN—TU2TEBRENTVET, AWS Security
Token Service (AWS STS) API U T A NDOFMIZ DOV T, "AWS Security Token Service API 1)
J77LA2 0 "o a3 22RBLTLKEEL,

O—I)%Z5|EFF3L5ICSDKELERFY —ILEZRETDICEK. FTEIEZTH20LHOEE
OO—ZHERETLERIBETHIHEN HBYVET, IAIMO—)LIE. O—JL (Amazon VY —AFx—A
(FTARN, )T—EICEBAEhET, O—LRBGBHOIVT AT EOEEBRERILET, O
EERATRZEEENEIT4T14 1k, 771D 70O/N4 X —, OpenlD Connect (OIDC), F ik
SAML 7IFL—232T9, IAMO—J)LOFMAICOVWTE., IAMA—H—H4 R0 "O—)LZ5|
ERIBHEI BBRBLTLEE,
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https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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SDKTIAMO—J)LZBEL &, ZOO-LANID 7ONA A —ZEEITRLSICREETN TV
HZaElk. —HHNE AWS FRIMEREZMB IS HIC, TOO—INZ5|EZTHKRSICSDKZEESIC
RETEFRT,

(® Note

A[RERRPRY) UV —2a T RIRA U N EERAL, BRETDCEN AWSRANTSSOFT 4
ATTAWS U—>3 >,

JDITTAFTT 4T 14 F7=IE OpenlD Connect TO 7 T FL—>ar

Login With Amazon, Facebook, Google % & ®M/N7' U Y - 1D 70O/N4 & —0 JSON
IFR—4 (JWTs) ZERALT. #EALT—EHNZ AWS RIBEEERETE S

F AssumeRoleWithWebIdentity, ERAAEICK 2 TR, ChS5D IWTsZ ID h—O 2 FEET
DHEAN—D 2 EMV'ET, Entrald X PingFederate &M OIDC OBREZTONIJILEEBRMEDH
%D 7O/ H— (IdPs) A SRTE NI IWTs EEATHCEETEET

Amazon Elastic Kubernetes Service 2R L TW3 B4, COMEEZFERA TS &, Amazon EKS &

SAR—ADHY—EATHIRIEICERD IMMO—-ILZEETEET, 0 Kubernetes #aEld
JWTs ZRY RICEHLET, JWT &, —B% AWS SRAMEHRZEE T2 -0 IC CORIEHR O
NAZ—=IZ&>THEAENET, D Amazon EKS DEREDFHMIC OV TIE. "TAmazon EKS 1—
H—HA R, O TH—ERAT7HORDIAMO—)L, Z28BLTLKEEV, EEL, KV Btz

7’2a>eELT, SDKAYR—KLTVRHEIK, V) IC Amazon EKS Pod Identities ZFIF 9

DLEBEBHLET,

ATYZ7 1 ID7ONA A —E IAMO—I)LZ2EET S

AP EDTIFL—2a &R ETDICE. IAMID Z7ONA X —&FERAL T, AEBIdP &7 D
EETE AWS ZBHLET, ChiCkY, AWSTHIU KN EAZBIAP OB ICEENBILIENET,

FREEIC JSSONJI 7 R—9> (UWT) 2EATHELSIC SDK ZRETDHIC, £ ID 7ONIMH—
(IdP) EZNICT VAT R LEHICERAET D IAMO—ILEZRETIHEN HYET, ChSERE
I2ICE, "IAMI1—H%—HA4 Ry ® "2 OpenlD Connect 7T FL—>3a > AOO—)LOE
B (O>V—=))1 #BRLTLIEZ,

ATYT7 2:.SDK EF12R@Y—IILZRET S

AWS STS SBEEIC A S JSON I 7 h—9> (JWT) BEATBESIC SDK £k Y —ILEBREL
=7,

DITTAFT 4T 4 Elk OpenlD Connect TH 7 TFL—3 3> 32


https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
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ZJ7O77AINThERETSDE, SDKEERY —ILEXIET S AWS STS
AssumeRoleWithWebIdentity API =2 BEMICETLET, VI ID7IFL—2arv%E
FALT—BNERMEREMEBLTERATSICE. B AWS config7 7L IILTROREEEE
ELET, cNSOREDHMICOVTR., "TO—-LRABERZ7ONAA—%6|EZHET, 2SR
LTLKEEL,

« role_arn- ATY 71 TERENEZ IAMO-)
« web_identity_token_file-#AZp IdP 'S5
« (#7°>32)duration_seconds

s (7> 32) role_session_name

JI7 DEFEALTO-ILZ5ZZ1% configRBE77AMUREDOHZRICRLET,

[profile web-identity]
role_arn=arn:aws:iam::123456789012:role/my-role-name
web_identity_token_file=/path/to/a/token

(® Note

ENAIINT 7V =232 ICx L Tk, Amazon Cognito DEFAZ H & L EF, Amazon
Cognito l& ID 7O—H—E LU THEEL, 1—HF—RDYICZK DT IFL—aE#E
ZTVWET, L. Amazon Cognito ID Z7O/NA X —I&, 4D ID 7ONAZF—D &S I(C
SDKXY—)LOATZA7ZVICREENTLVEL A, Amazon Cognito API IZT7 VAT
Bl SDKELERY—=ILOEI RELFEZ A7 S5 1JIZ Amazon Cognito H—EAIZ4 T
VhEEHTLEETV, AWS SDKsAmazon Cognito RO Y /N—HA Ry @ "1— R4Al,
ZSRLTLEEZL,

INTOEZZFO-ILOFAEBTR7ONA A —OREOHMICOVTF, COHA RO TO—)LF
AEHRZ7ONA A —%Z5|2ZFET, 25RLUTEEL,

AWS 7Ot AF¥—ZFERAL 7= AWS SDKsFREE

AWS 7O tA*—DFEAER., AWSSDKseY — I ZEATRHBEDRANDA T3> TY,

AWS 7Ot AF— 33


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
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RBORAFHRZFERALET

Y2 a HEORVAT a3 2EATSICIE. IAM Identity Center Z £ L T AWS SDK &Y —
I ZRiAT2 Z#FEATEIRSICSDKELRFY —ILZRETILEZBHOLET,

121U, SDK RV —I)IL O —KERLIEHMZ EREREIT A HECOVWTR, "EHFIERZER
L 7= AWS SDKsgal1 ZZRL T<IEE L,

RHAFRELIE 2R D £

/A Warning

EXIVFTAVRVERBITZ LS, EBEAVINIITORRPEBOT—2ZRSEE
. IAM 1—H—ZREEICEALAVTSEE VL, KD ICZ, AWS IAM Identity Center 7 &
OID7ONAA—EDT7ITFL—2a>vzFERALTIEEL,

BOT7 O tAZEETS AWS THUU b

EFIVFTAORANTZTOFT14RAEL T, IAM Identity Center AWS Organizations T Z R L
T, IXTO DTV EAZERTBHEEBEBOLET AWS THUY b FHAICOVTE. TIAM
I—HY—FHARI D TIAMTOEFIVFTARARNTSIVT 1AL Z22RLTLKEEV,

IAM Identity Center T1—H—%4#EK T 3. Microsoft Active Directory ZEH 32, SAML2.0ID 7°
ONAZ— (IdP) £EA TS, £EF 1P ZERIC 7 IFL— 3 FBCENATEET AWS 77
IR, hsOTF7O-—FOVWThAZERALT, I—F—IC TN BA A OIVARUTL
VAZBRMTEFRT, T, ZEXRFEL (MFA) ZEBAL., AWST7HOU N 7O EAIC—EWARR
AFREERATRDEETEERT, chFIAMI—HY—ERGRERYET, IAMI—Y—F, #ET
ZH5RHENARRIERTHY ., AWS DY —AICRTBEFIUTA VAN ESED NN BV E
£

B RRYOAREBEERAD IAM 11— —%2EKT S

ZHOHTERTZIESEAWS, TANIAMI—HY—%ERL., ThEFALTFI—NUTILEZE
TL., FEHITZAWS ENERARDZCENTEET, FEFROENERBERZFEAL TEM
BHV)ECAN, YO RRYVAREBEUATREEALBVCEZHHSOLET,

LTOI1—AT—ATR., TIAMIA—Y—0OFERZRBITIOHNBICABZ>TVEIBEN HBYUET
AWS,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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« AWSSDK RERY—IDERAZHEBL., AWS DY —ERX B2 RARY VARRTHRERT S,
« FEO-RELT, ABELBDTFA VAV T7OAZYR—MLBV, ATD1-)LEnlZAT)
7,237, TOMOBEHTOERAZETT S,

CNSDI—AT—AUATIAM I—HY—%FALTWVWREEIE. AWSTHIUU N TEZLETE
KIAMT7AFETFA4T14E22—CBITT2H. D7ONAME—%2 IC7TIFL—>3 2 LET, 5
MICOWTEE., TAWSTOID 7IFL—>3> ) #28BLTLSEEL,

IAM A—H—DOT7 IV EAFX—%REITS

IAMA—H—OT7 VEAF—RBEHNICEHRIZILEN HVET, "TAMI—Y—HA1 R0 7
TEAF—DEH I OHAX VA2 TLKEEZV, IIMI—HY—0OT7 IV EAF—2R>THEL
EEBDNBFEE, TOEAF—ZEHMLTSEEL,

IAM 1—H—F O tAF—F. O—HINZ > OHE AWS credentials 7 7 M IILICREFTIHE
AHYEST, IAMI—HY—OT7 IV AF—21—RIZKRELBVTLSEETV, IAMI1—%—0T Y

TPAF—RECRET7MIILE, WThOY—RJ—REBYTRNIITICEEDHEVTLSEZL,
FA—=72V—A7TOD T YN git-secrets BEDATY —ILZHEATH &, BWEBEHRER>TGit
RORNVIZOZYRNTRCEEZMSENTEETET, FHICOVTR, "TIAM 1—H—HA R, ®

NAMT7ATTAT74 (A=Y —, I—F—J)L—7, O—J)l)1 2ZBLTKEEL,

FUSIC IAM 11— -U- E E?%‘n— r EHEFVD nﬁﬁiﬁéﬁﬁﬁ L 7= AWS SDKSWb nIEJ E*Hﬁb'(<
e (AN

EHAFPRLIE & A LU 7= AWS SDKsFREE

Rty > a BB A 7S 3 1AM Identity Center & L T AWS SDK &Y — )L &9 2 THEMA
TBDELSICAWSSDK FHEWREY —IZRETHDLZ2B#OLET, L. AWSTIUVEAR—Z
ITHERATED —BNEFEIERZIE-LTIERATEET., BVMHRI YN EZS, FHL VEEER
ZAE—T2HXENfHVYVET., —RHHEFRIEREG. 7°D774)L'C“{§Fﬁ?élt-'€-\ ATA7O
NTAXREZEBODEE L TERATBDCEETEET,

RARNTSOT4 A RBABRITANAOT I EAF—ERN—V  EFEHTERTIRDYIC,
TVT—=2 a2V UTASEEENS —BHNARIIEREFERAITH L 2H#HOLET,

« Amazon Elastic Compute Cloud £/2ld TP 77U —23 0 2RTITHHEDAWS 01—
T4 > —E A AWS Lambda,
REABEHR7ONAA—FI—205I0AT 3>, &EIAM Identity Center & L T AWS SDK
V=) ZFHIAT B,
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
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« RERZOEAFEBEHRZONAST —, ZEAL T BN SFRAFEREREBLET,

AWS 77 AR—ZII L SEEL PRI HREFEAL (RABRV 7ML ZRET S

1.
2.

RIELEROE 7 7 1 )L DR

REEHT 7 AL, EEAO—BREEER YR TBET, ROTL—AKRLE—FF AN
R TET,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

T74)N&2RELET, CNT, ~/.aws/credentials 774N EO—HIOEES AT A
CEELTVRETTT, COT7AMIICE. BEDZLEZ7A7 7/ BEENTLEY
BEICSDKFELERRY—INERATD [T7A2ILNTOT7AIHFEENRTVET,

AWS 7O EAR—ZINICHAVALET,

7

TJEAAWS R—ZI)AS IAMO—ILOFAEHRZIE—FIDICE, "FHAIBEROFEE

5. OFIECRVET,

a.

DOFEDFIEODATY T 4T, BRZI—ARICE2 ET7V7EAZHFAITS IAMO—-ILOA
HEBRLET, BE. COO—JLICIE PowerUserAccess X° Developer & & M & &1 A 1 L)
TVWET,

VOFRDFIEOATY 77T, [AWSREHR®7 7AIINICTO7 7AIINZFEHTEM 7
7oarveEBERL, RREIE-LET,

O — LU E=BiEHRZO—H) credentials 77 AIICEBEY FTE T, default 70774
LN Z2FERATRIHEE. ERENETO77MINBRYVEHYYEBA. 774ILIELTORSICAKY)
x99,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONC

credentials 77 M) Z®RELET,
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https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
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SDK Wk, W—ERVZATURZERTIEEIL, ChsO—BNERABFRICTIEALTUY
TARNZELEZFEALET, ATV 7 5a TERRLEIAMO—LOREICKY), —BHHEFRIEROE
MEEARKN KT, HRAHEF 12KEETY,

— RN BERIIBEROEVHRAINLZS, ATV T 4~7 ZVIRLET,

EE@WUHIE F#Eéﬁﬁﬁ L/ 7; AWS SDKSWL,\n

/A Warning

EF1VFAVRIZBGD S, BAVINIITORRPEROTFT—REZRSEE
&, IAM 1—H—ZREEICEALAVTSEE VL, KD I, AWS IAM Identity Center 7 &
OID7ONAA—EDTIFL—2a>zFERALTIEEL,

IAMA—H—ZFEALTI—RZ2RTITZHE. ARREO SDK XzEY—I)LiEF. £H AWS
credentials7 7 /I TREWNE IAM 11— —FFRHEHRZ2FEAL RIAILET, TIAM REY OO
TFIVTADORANTZOT14 A, ZERL, TESDEFEL IAM Identity Center E /=& Db
O—BRBERRIERICBITLTSEETL,

AR MICRITIERBBHFLEAANI A
RABHRICETIE

s BEVOTHI MO —RRAEHREFEALTAWS VDY —=RICT7I7EALBEVWTLSEEW, C
NS ORIBERISEFROTHINTIOEAZEHL, BYETONRETT,

« F7VGT=23> T 7A4NICITFINTOEAF—PRIAERZEHELBZVTLSEEVW, ChEfT
SENTUYOURDKNIICTOP IO RNETYTO—RTZHE, B> THABBRF NBEEH
DURINEELET,

s 7O TV NEEICRIERZESC 7 7ML ZEHBEVTLIEEL,

« #8 AWS credentials 7 ZAIIICRBEENTVBRIABERIEIXNTCITL—2FFANTRES
N3 EIICEELTLSEZTL,

MBS E RS ICEETA-HOEMOHI A A

AWS FRAIEHZZ L ICEE IR HEO MU EHBIC OV TR, "1 DAWS "TIOEAF—%F
BIDIEODONRANTZI9T 1A, Z2RUTLKEETVAWS 2OV T 7LV A, FTZTORAKR
MAT, LTOREERBLTSEZ W,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
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« Amazon Elastic Container Service (Amazon ECS) X AV T, ZAVA® IAM O—)LZFEAL &
T,

« AMazonEC2 A VARZAVATETHROT 7 UT—>a LT, IAIMO—I)LZ2EALET,

BIRFM AWS THIY NEHEKT S

IAM A—H—ZEHALTAWS Y—ERICTIEATBICE. AWS 7HT > b & AWS FFREFE#wRA
BETT,

1. THOUNEHEKT S,

AWS THIOU N EHERTDICIE. "TAWSTHIOKRER VI 7LUAHA R, O "RHIREE:
MHTHDAWS I—H—TIH 2, ZZRLTEZ L,

2. BEEI-Y-ZERLET,

RNEZAVRNOAVY=ILEY—EARANDOT 7 EAIZE., root I—F—THo> N (fERKXL 7=#1H8
ThHoOURM ZFERLEVTLSEEZVL, DY, TIAMI—Y—HaA R, 0 "EBI1—H—%
ERT 21 THRAEETNTWDRESIC, EBI—HY—THOMNEERLET,

BEI-—Y-—THAOURN2ERLTOJTA D OFMAZREL LS, -1 —THI KN
SHBIEICHATINL, EBETHAIVNEERLTBEYAM 212 LET,

ChSOTAIYRNEVWTFhE, TORKAWS X TOTZ7UTr—23a>0RTICEELTVEE
AAWS, ZOEHICE, ChESORAVICEL DY —, TORA#FAEY NEKIZEY—ER

O—I)ZERTIBENFHERT, FAICOVTR, "IAMI—¥—-—HA R, O "BNNGET I
AAFAZERATE ) Z2ZRLTSEEL,

ATFY7T 1 IAM 1—Y—%ERKT >

. NIAM 12— —HA R, ® "IAM I—%—0ER (V=)L) OFIEICHE>TIAM 1—H—
BERLET, IAMI1—H—%EKTZES :

« ADI1—HY—T U tA%ZRMT S AWS Management Console 2RI DL Z2HEHLFE
T, chnlcky), ZEOY O#EER AWS CloudTrail ¥ Amazon Simple Storage Service N\ @
77A4MOFTY7O—-RBE, EZ2ITIIRETEITLTVAO—RAWS O —ER (CH
BEITD ZRRTEET, chiF, I—REFNVIFTREEILRIUEET,

s PORAHFUDRERE - FORAFAATS3a>T, COA—HY—ICT IO AFTEEHTS
FEELT, RUS—Z2zEETRY FEERLET,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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s FEAED THBAEL SDKFI—KDUTILTIE, Amazon S3 H—E A& Hl&E L THER
LTWET, 77U —>3 2 AmazonS3INO 7T VA EBHTBICE., 11—
H—IZTFRYFT3 AmazonS3FullAccess R —%&BIRLET,

c PTORAHADKRALEEZITORELCHEIZDTOFIEOATVIVATY TEERTER
ERD

ATYVT 2. T OAF—2EEBETS
1. IAMO2Y=LOFES—23URA2T[A—Y—] Z&RL, UEICERL 21— —D
User name ZiEIRL £,

2 l_ﬁ_o)&_:/"—c‘- [tq::LlJT»f nIEF*E]/\ /Elgﬁbgsj—o /A(ﬂ— [77‘&1#_]_6‘
(772 A%—OER] BBRUET,

3. [PUERARF—BERATYZT. AV RSAU AV Z—TIA R (CL)EEFE—HI
O—RERBRLET., E550A47 3%, AWS CLI & SDKs DA THEATHEL R«
TOF—EERLET,

4. [TOERAF—OERATY T 2| T, 7232072 AHDLTRN] ZERLET,

5. [PUVEAF—DERATY T 3T, [csv 774N EFT>O0—R] Z&ERL, IAM 1—H—0
TOEAF—ES—VOLYRNTIVEARF—RED .csvI7ANERELET, COBHREFET
PVEICBEYET,

/A Warning
BYBZEFIVT A RREZBLU TS OFAFERZZL2ICRKREL TSEE L,

6. [ET7]ZEBRLZET,

AT Y7 3:credentials HE7 7 AN EEH TS

1. HB AWS credentials 77 ML ZEKTDH, AEET. CcOT 7M., ~/.aws/
credentials Linux 8 & T macOS > AT A, KT SUSERPROFILE%\.aws\credentials
Windows EICH VW ET, FHHICOVWTIE, "TREEEHR77AIN0DEFL Z5RBLTLSEEV,

2. B credentials 774 INICKROTHFANEZEBIMLET, IDEOHIEF—EDHIZ, XA
JDoO0—RUE .csvIZ7AMIDEICEERAET,

[default]
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https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
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aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. 774N EREFELET,

RABERERETIHRE—ROBEFZER credentials HET7 7ML TT, ChSRRBREZHEL

TRETHDCEETEERT, AWSTIUHEAF— ®f—iﬁg{§&%ﬁﬁﬂgbf<féb\o CNFBEHB I
HDFETTA . IAM Identity Center X Z DD — BRI R RABHRICTERD T RELSBITTR L%
BEOHLET, REFIMEHROFERAN SBITL LR, 4T credentials RET77AMIIAS5h
S DFRIHERZHIBRL TS &L,

IAMO—J)LZ#EAL T Amazon EC2 IcF7’'OA4&EhiE=T7 7 U —
AT S

ZDHITIE, Amazon S3 7V A% D AWS Identity and Access Management 01— JLDE&TEIC D
WTEHBALET,

Amazon Elastic Compute Cloud €1 > AR ATAWS SDK 77V r—23a>&aETT3ICE. IAM
O—J)LZ#EKL., AmazonEC2 A VAR AICFOO—IADOT O AEEZNFELET, FHMIlCD
WTIlE. Amazon EC2 1—H¥'—H A4 R® "TAmazon EC2 ® IAM O—)L, ZSBL T EE L,

IAM O—)LZEXT S

BH9T2 AWSSDK 77U —>3aik, 2BLSEE1D2OICTIERALTT V>3 #ET
AWS DY —E X 2Rl B ET, F7IT—23 ORTICHERT IV EAHFI2HE5T2
IAM O—I)LZERL E T,

CHDFIETIE, HlEL T AMazon SSNOHEAWERAT7 IVt AZHFUITHO0—-IILZERXLET, Z
<M AWS SDK H4 RIZIE, Amazon S3 55k ES "R AEE, Fa—RKNUTIUNFHYET,

1. %4242 AWS Management Console L., https://console.aws.amazon.com/iam/ T IAM
V=N EeREEFET,

2. FETF=>3RA42T A [A-ILZ2EK] DIEISERLET,

3. BHENIEITATARAT|TCIERENLEIDTAT42BR|T2518. [AWS OH—FE
A1 ZBRLKRT,

4. [Use case] (1—A4—RA) T [Amazon EC2] ZiZIR L, [Next] GXN) ZBIRL E£ T,

EC2A2VAZYAD IAM O—JL 40


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
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5. [ERDEM T, RUZ—UARMDS [Amazon S3 & ERAT7 VLR ] OFI Vv IRY
DARBIRL, [N ZBIRLFT,

6. O—LO&EBZAIL., [A—LOEK] ZBRLET. AmazonEC2 A VARV AZERT D L
EILHBBRICBDESH, COBRMEZREATHEVTLSEZY,

Amazon EC2 1 VAR AZzEBHLTIAMO—I/LZEELEXT

IAM O—)LZERAL T Amazon EC2 1 AR A%ZEKL TRETBHICEF. ROFIEZERTLE
ER

"Amazon EC2 1—H—HA R, O "M ARV AT @ERLLEETD, 2SBLTSEETL,
Amazon EC2 i=# L., BREEATYZORIIC, UTEERITLTLSEEL,

c HEDOIAM AV ARVATOT77A) T, BIOATY T7THERLEO-ILZERLET,

ZDIAM & AmazonEC2 Dt Y N7 Y 7Tk, F7Ur—3>% AmazonEC2 /1 > AZ > AIC
F7OA4TE, 77)5—>3 21k Amazon S3 H—EAANDOHZARY 7O AEZHEEE T,

EC2 412 AR AND

AmMazon EC2 A VARV AICELHEL T, 77V =23 B2 F0DA AR AICEEL, 77U
=23 BETTERELIICLET, 1 VAR ADERBICF—ART (OJ142) TEAL
F—RTODTZAR—=KED, D2FEVYVPEM I 7AINEEL 774N MBETT,

CNETDICE, A VABZAZRATOHAR D A2 T Linux 41 AR AT
2H. Windows 41 VAR AICELHELET, BEHRIDIRE, ARNZVDLSA AR AILTTA
IWEEETEDRDICESELTLSEEL,

® Note

Linux £72l& macOS 2—XF I Tk, E¥217IE—IX > RZFEALTT 7V
=23 EIAE—TEET, F—RTscpT EZFERATSICEK., XOOIN REMFEA
TE&EJ:scp -1 path/to/key file/to/copy ec2-user@ec2-xx-Xxx-Xxx-
XXX.compute.amazonaws.com:~ o

Windows OFMIZ DWW T, "Windows 1 VARV AND 7 7 A DEiE s 22U T
2TV,

Amazon EC2 1 VARV AZRBEBLTIAMO—)LZEELET 41


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
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Toolkit ZFERAL TVW3FEE., AWS Tookit ZFEHAL TA VAR AILELRTDEETEET,
EMICHOVWTIE., CHFAETIhTVS Tookit DEENDI—H—HA REZSEBLIEE,

EC2AVARVATT7IVTr—>32ZR1TTS
1. O—HALRSATHS AmazonEC2 A VARV AT 7V r—23> 774 ) 2E—L &
EE
2. 7Vr—>3a zREBL., AR VEFBURITHERNIBOND L Z2HALET,
3. (AZ723r)FP7VTr—23>T, IAMO—LIZK > TRBEEATVRFRABERNIEAE 1
TVWB I ZzmHFELET,
a. %4242 AWS Management Console L. https://console.aws.amazon.com/ec2/ T
Amazon EC2 2V —)lZ2HE X T,
b. A12AXRVAZEBRLTSEZ W,
c. Fo2ar, EF¥F1VF4%BRL, IAMO—-/LOEEZZRERL XTI,
d. IAMO—-)I0HER, IAIMO—-LBELZ#RLTIAMO-ILEZTFRYFLET,
e. [[AMO—-JLOEH 2BRL TEEL,
f. T7Ur5r—23>zBERTLT, BAIZ—HNREIhDEEZBIFLET,

TIP 72042 FERALTIETIOEATS AWS O —EX

EHETED IDEE(TIP) Ik, OBEBENfTI—TO0BERTAEDI—HY—BHICESIVWTT It
AFHT AWS OH—E R Z{45 AWS IAM Identity Center TE2 &S IC T2 DMEET T, EETE
2IDOEETE. TAFT4T74ATFAN IAMO—JLICEME N, AWS UY—ZAANDT
VARV IANTR 1Y —2BRLET, COTDVTFANIMO ICEEENET AWS O
H—EZ,

IDAVTHFANE, ATIOELAVIIANZZEFELEEECRADREZTDOLHIC AWS OHY—
EAERTZBERTERAENET, COBHICE. VI ITAX (IAM Identity Center 1—H'—7x
E)Y, TOEBAFVIOIARENSD AWS O —E R (Amazon Redshift & & ), 7OV AEHE (5t
BYERAT IV EABE) ZRBATEIXRT—INEENET, TEAAWSOH—ERX &K, oIV
THFARNED—HF—ICEWVHEHTSNET IV EAFTZFEALT, TOUY—ANDOT UV AZEFR
£, FMIOVTIE, " AWS IAM Identity Center I—H'—H4A R, ® "EEE i ID EEDHE
B, QT EBBLTILIEEL,
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
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TP 7594, EETEZIDDIEEAWS DY —ERX Z2HR—KNT2 THEATEET, &
A—AT—AEL T, "Amazon QBusiness 1—H%'—H4 K, ®» " ZAL T Amazon Q Business
77— 3> AWS IAM Ildentity Center238ET 21 Z2SRBL TS &L\,

(® Note

Amazon Q Business ZEAL TVW2FEE. Y —ERABBOFIEICOVWT, T ZFEALT
Amazon Q Business 7 7' 7 —<, 3 2 &5 E T % AWS IAM Identity Center; 3B L T<L
EEV,

TIP 720422 ERAT3HOHRFMS
TSTA 0 HESEDICEK, RODVY—ANMBETT,
1. AWS SDK for Java £zl& OVThAZFERA T I HEN H V) £I AWS SDK for JavaScript.

2. FALTVWABY—EANEHETES ID DEBEEHR—NLTVWBCEZERELET,

F1—%—7H4 K1 ® TIAM Identity Center £EFRETBDNZR—I RT7UST—23 20 1AM
Identity Center ZT L 1zE8TE 2 ID OEBEZEMICT S, JzZRBLT<EEVL, AWS AWS
IAM Identity Center

3. IAM Identity Center L{S3TZ2 ID OB ZEMICLET,

AWS IAM Identity Center 1—H'—7 4 R®D "TIP OEIRFZHEEZEEBEE,, 25BLTLIEEV,
4. |dentity-Center-integrated 7 7’ ) 5 —> a VN RLETT,

AWS IAM Identity Center " 1—%—H 4 Ry OAWS " XZR—JRT77UT—23>, &I
& "THAEY—XZF—IRTFTVT—232, Z2RBLTLKEEV,

5. GETEARN—URITE (TT) 2REL, Y—ERAZIAMT7AFUTATA D Z2—ICERT
PRENHYET,

FT1—H—HA4AR, O "EETEDN—IRITEOAREZHN. BLV EHETEDN—IU UK
TEZRETDLODEZAV ) ZZRLTLKEEL, AWS IAM Identity Center

OdA—RTTIP 7S04 2EHTDICIE

1. EETEDIDGEETZTAVDAV ARV AZERLE T,
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https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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2. EXRVBW TR EODY—ERTIZAT UM ARY AZEHRL AWS O —ER | FETE
2 DIETZTA422EBMLTH—ERITAT Y NENAEZIAAXLET,

TP 72042, ROAINTA—RZZTWIET,

« webTokenProvider: #AZF ID 7’O/NA/ A —AH S OpenlD h—0 > ZHMBITILEHICBEERNEE
ERLLE

« accessRoleArn: 1—H¥—® ID I TFARNZFEALTTZTA42061EZ T2 IAMO—-)
ARN, ID #LsREBEIEHRZEEBL £ T,

« applicationAxrn: VAT RNEKLERGT7TVT—23>0—E0HBNFXFS., COfE
(&. OAuth BFAIARRESTS N TWVWB 77U —>3>2 ARN T,

- applicationRoleArn: (#7°>32)0IDC & AWSSTS V547> NaEaT 7 # ) N OFRILER
ZT7ANA A= LTT—RNARNT Y FAssumeRoleWithWebIdentity TE 2K 5IC, TEIEF
(1% IAMO—J)L ARN, CchZEELBEWVIEES. accessRoleArn/NTXA—XDENFFERHENE
9,

« sso0idcClient: (F7°232) Sso0idcClient for Java X* client-sso-oidc for Javascript 7
E,. BEERNERLEREZFDOSSOOIDC VZ14 T ke BELBWEE, F7FINEEE
FERIBDOIDCIVTZATURNA VAR ALENTERAEAET,

« stsClient: (A 723 2)AWS STS 1—H—HNEXRLEBREZFE 2IZAFT M, 1——D ID
O TF ABMaccessRoleArnTEIZEZF2EHICEAEhET, BELAWEES, 72N
EZFERATD AWSSTS UTZA T UMM VAR ALENTHERAEIET,

Java

AWS SDK for Java ZAZ TV RNTTIP 72504 2FEAT 3Kk, 7029 MO pom. xml
T77ANTTIP 7S040 2 GEERELTESTTRILEN BYET,

<dependency>

<groupId>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>1.0.0</version>

</dependency>

V—AOA—RIZ, IBEBEBNYT—DRAT—RXVNZEHE
Fsoftware.amazon.awssdk.trustedidentitypropagation,

O—RTTIP 7S940 2ERATBICIE 44


https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
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ROIA—RHIE, FEETEDIDGBEETZTA DAV ARV AZER L., TOT 5T/ %
B—ERIZATU RN VARAILENT D HEZRLTVERT,

COPITE., BIRLEAWS OB —ER 54T KS3Client& LT ZFEAL T, IAM Identity
Center h\—O > OEB%ZRLET, =L, TPAWS OH—ER Z#HR—NT240 £EHKT

9o

StsClient client = StsClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(AnonymousCredentialsProvider.create()).build();
TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.builder()
.stsClient(client)
.webTokenProvider(() -> idToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(Sso0OidcClient.builder().region(Region.US_EAST_1).build())

.build();

S3Client s3Client =

S3Client.builder().region(Region.US_EAST_1).addPlugin(trustedIdentityPropagationPlugin)
.build();

FHME Y —AIL DV Tk, GitHub Mtrusted-identity-propagation-javay 2B L T E&E L,

Javascript

RODIAIX Y REERFTLT, TIPERRES 594 /Ny r—< % AWS SDK for JavaScript 7O T &
NCAZARM—=ILET,

$ npm i eaws-sdk-extension/trusted-identity-propagation
BRED ICE., ROLSBHEERZEE D Dpackage. jsonBEBENF HVET,

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "21.0.0"

}I

V—A]—RT, $EL&TrustedIdentityPropagationExtensionkZB&%Z 1 > R—KL
9,

O—RTTIP 7S940 2 EATICE 45


https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
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ROIA—RHIE, FEETEDIDGBEETZTA DAV ARV AZER L., TOT 5T/ %
B—ERIZATU RN VARAILENT D HEZRLTVERT,

BT, BIRLEZEAWS OB —ER 95472 ~S3Client& LT ZFEAL T, 1AM Identity
Center N\ —U>OWEBZRLET, L. TIPAWS OH—ER £#2HR—KNT2M40 £LEAXKT
9,

import { S3Client } from "@aws-sdk/client-s3";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

// Plugin configurations, please refer to the documentation on each of these fields.
const applicationRoleArn = 'YOUR_APPLICATION_ROLE_ARN';

const accessRoleArn = 'YOUR_ACCESS_ROLE_ARN';

const applicationArn = 'YOUR_APPLICATION_ARN';

const s3Client = new S3Client({
region,
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER'
3,
applicationRoleArn,
accessRoleArn,
applicationAzrn,
1,
1,
3

~e

FHME Y —AILDVWTIE, GitHub Mtrusted-identity-propagation-js1 228 L T & L\,

O—RTTIP 7S940 2 EATICE 46


https://github.com/aws-sdk-plugin/trusted-identity-propagation-js
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AWS SDKs&EY —JLDOEREDV 77 LA

SDKsl&, SFEEHBD APIsZRMHL EI AWS OH —ERA, FFRE. BREATEESE., APIJ—-J)LZ1E
BILASEHIIHEZHABSEED—BRIASICL>TLEEIAET, TOLHIZ, SDKIZEY
JIANCHEATZRABROME, EY—EATEATZIRENEE, JO-NIREICEATS
BEOWMBEV S ERXRRGHEBENHYET,

REDFMCOWTE, AToEI>3a>z2RLTSEZL,

« AWS SDKsiR#E L E N EFRREEHR 7 O/NA4 X — — 88O SDK THRELE NI HBOFRAER7 O
/\"f g‘_o

« AWS SDKstRZE(L & h /- HEREE - BB D SDK THRE/N T W HBEREE,

B—ERVZAT>2 NOERK

T7OJSATICTIEARTZEDHIZAWS DY —E R, SDKSEENTRDITA T NITAIFT
SIVRNEFERALETAWS O —ER, EEXEFE, PFUT—>3 >N AmazonEC2 ICF7 Ot A

TRIMENHDBEE. PT7V5—>3a> e —EREARXR—T7 T4 A% &% Amazon EC2 7
AT UORNAT DI ORNEBERLET, RIC, Y—ERITZAFTNEERALT, TO AWS O —
ERACHLTUIIARNEEZITLET, BEAED SDKs Tk, Y—ERISATURNATSTH

RNEAZ21—RTILTHZ D, VITARNEZTSH—ERZEIZHFLWISAT NEERL, 5l
NEEZFEALTCRAUSY—ERICVIIARNZERNTIHEN BV ET,

AE OB STlEf

SO—-NILBEER. BEAED SDK THR—RNEN, AWS OF—ER2AKICIEL BT DM
. BEIBHTONAT—, BLOETOMOBEERELET, TATOSDK ISk, YO—/VLE
EOEERDHBEOO—ENBH (£FY—R ) FHYET, BERROBEIELBIOESY
<7,

1. = RFLERY—ERIZAT7NEBEICKRESNTVIHRNERER., MORELY EEL
TNET,

c —HWOBRERANRL—2IVIEIIHETE, BUEHITARL -2 a3 EIHEIRUTE

BETEET, AWSCLI £hIF OFEE AWS Tools for PowerShell, Ch S8 @EIOAX RTAIC

ABLEARL—=23 2 ZEONTA—2OFKICEY) EFT, SDK DIFEE. BARNEZ)HT

H—ERITAT > NDERK 47



AWS SDKs& Y —JL V77LYAAHAR

k. AWSDH—ERX ITA TV NELERBREATZIVRNEA ARV ALTREE, &I
EEl% D APl ZHOHT EEICRELENTX—ZOERICE KT,

2. Java/Kotlin ®é: FBED JVM L ATFALATONTFANFIVIEINET, FEETNhTVBIES, T
NDEEZFEALTITAT N ERELE T,

3. RIREBAWIENE T, RESChTVWIEHER, TOEZEALTIZAT RN ERELET,

4. SDK &, #HBcredentials7 7ML T REZHWIELET., RESNTVWBREFEE, V95/4TF> b
FETnEFERALET,

5. RED#Aconfig7 7 (). RENFETHHS,. SDKRZTOREEFEALET,

« AWS_PROFILE REZHE(F aws.profile VM AT AT ONT 1 ZEHAL T, SDK N
O—R¥B7O77AIINEIBETEEXT,

6. SDKY—AO— RBEKICE > TEMHEE B F 7 NENFERICEAEIhET,

(@ Note

SDK®Y—=)IC&L2 TR, FIVIDIEFNF ELRZDZEEN B ET, £z, SDKPY —
LoHRIZE, HOBFETNIA—2ZREFLEVEBLIEYTERZEDEHY)ET, L
A, FSDKART7EFFNZEMDY —A AWS SDK for NET ZHR—hK L TVE
T SDKFLRFY—IICOKXFEITZ7ONAA—ICODVWTEHLLEF, AL TWS SDK
RERY—LOBEDCHA REZSEL TS EE L,

JEFICK2T, EOXVY RFBEEN, IOXVYY REF—N—F A4 RTIIHNFREVET, &
A2, BB config 77A4IWIC7A7 7ML EZRELEBE. TOZAO77A4I)LIE SDKEEY —
I RACMOGZFRZRZEL LRICOAGHE A, FAENET, DFY, credentials 774l
CREZANTRE, config 77 M IILICHZIBREORDY ICETORENEAETNET, RIREHIC
HRELMEERETDE, credentials & config 77 M IILOEEDREN F—/N—F 4 R&EahFE
T, FREIC, ALOARL—232 (AWSCLI AN RFAUNFXA—=RELEF APINTX—&)
FEEI—RAOERERK., TO1 20N ROMOINTOEZFA—/N—FA1A RLET,

COHA ROFEER—TIZOWVT

COHARD TEEVITLUVAL 29232 OR—=DICE, ERETEBAXAND_ALATRETESF
AT REOHMNREETNATVET, RORIZ, RET7AINERIRTHRT7 7ML ORKRE. &R
BEH. RV (Java B KT Kotlin SDKs NIFE) WEEZRETHLHIZI— ROABTHEATES
JVMBREEZRLET, FUARDRUVVEhERNEY IR, RETIRER—JICBBHLET,
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« Config 77 A ILEREV AN

« Credentials Z7A4IIEEV AL

- REZHO—E

« WM ZRATALAZONTAVAL

BERABEHR7ONA A —F I HEECEK. TOHREOREICFATDIBREN —BERTEhBDIR—
SHFBVET, REZEIL, BREERE77AIICEMTE A, REZHERETSH., VMR
TLAZONT 14 ZR/EL T (Java BL Y Kotlin D&k) BZRETEEXT, FREWCF. HPAOFEMHD
BB 7Oy I TEERRET Y R—REhTUBTRNTOXY Y RKF—BEXREhET, B4IE
NEEBVETHN. BROBERRESFZCEREE<ELTT,

BB, TELEVBECANCEBTT AL MEFEENES, . TOREOEHEELE
BLET.

EAE, VDOTANERBER—SHPSREZRTHEL LS,

R Edisable_request_compressionfflOIE&RICIE. LTAREEhTVWET,

e A—RR=ZAATVIVIANEBEHBITZICIE, 3O2OEZFOEFEN HYVET, ROVWThH%E
TOENTEFRT,
- ZEALTRE7 7ML TRET S disable_request_compression
- ZEALUTIRELHE L TERET S AWS_DISABLE_REQUEST_COMPRESSION

« Tk, Java T Kotin SDK 2EAL TV HEEEK, ZFEALTIVM P ATLAZONT A
ELTERELE Y, aws.disableRequestCompression

(@ Note

K. - RATRAUBEZEEREITZDHFEEHYERIN. COVTF7LVATRSE
SDK ICEED=H, chZAN—LTVWEEA, I-RBRTEBRERETIHERE. &
EDSDK A RELFEAPIUT7LAZZRBLTLKEZWV,

s AELBVWEE, BERERF7AIRNT IRV EFfalse,
« CO7—IIEOEHMEEIE., truek O&TTfalse,

BHER—OTHICIE, AWSSDKseY —ILORA BV ET,
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COREFE, SDKAR=JICUARENATVEIREZYR—RLTVWRIAESHAZRLTVE

9. Supported %l

* Yes — iXEIE.

&, ROEZFHFOYR—BNLARILZRLETS,

RRENTVD SDK TRLEICHR—REhTVET,

« Partial - —#BM3 E#ﬂT REhTWVWDA, BENHBALSEBRLTVWET., D5

&Partial, REZRTY

* No- EDBREEHR—BPENTVWERA, ChiE, O— RTEUKEE

WTRERLERA, VJARNENTOLRIABBRBRENI YR—RERTVWEWZEZRLET,

Config 774 )l

RORICRIRER

EMXEANHYIET,
FERENBDAEDIHICD

BREJARN

HB AWS config7 7A I TEIN HTBEANTEXRT, chsEF/O-N

LT, ?NTWAWSWﬂ ERACEELET, SDKs&VY—I)LiEk, —EORELREZHREYR—
RIBDBEEHYET, YD SDKKRERFEY —ILTOHYR—NENRTVWIRELRRERZ T
TRIEF. TORED SDK RV —ILHA RESBLTSEEZWL,
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ca_bundle
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disable_h
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/credproviders.html
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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aws_access_key_id - 5 AWS config” 7 1 JLEXE, aws_access_key_id - £F
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https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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config ¥4 credentials 77 A IICHEZEZRETDHZUTICRLET,

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS WX RSA VICKBDREZHOREDH ZUATICRLET,

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows DN RTA VICKDREBEBROREDHZUTICRLET,

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. ..truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html

AWS SDKs& Y —JL V77LYAAHAR

SDK B EEFREEFFEFAEER
o
N
SDK for Ruby 3.x (&
L)
SDK for Rust (=
L)
SDK for Swift (&
L
PowerShell V5 ®YY —)L &
L
PowerShell V4 ®*Y —)L & REZHEHYR—BMEhhTLVEEA,
L)

O—)LFREER7ANA X —%Z5|EZHET

(® Note

BRER—ZOLATONDOERE, £LEFUATD AWSSDKs ") ZZBLTILKEZVCZ DT
14 ROBER—TICOVT,

O—)TR, BOFETRET7IEATEZRWVWAWS VDY —ZAADOTIEAILL, —BNEEF1UT 1
AL ROEY NEFERATIMBEN HBDELET. ChS5O—RHNBFRLERIE. 77 EAF—
ID., —JLYRTIOEAF—, BLPEFIVTA RO TEBHAEIATVET,

O—)LZ5IZZF2LSICSDK XRY I EZRETRICE, £TEIEZTR20LHOHEE
OO ZEREEERETIZLENHYET, IAIMO—)LEE, O—J)L (Amazon UV —AZX—L
("TARN, )T—EICHEBIEIhET. O—ILBEROI> T4 71 EOEEBERZEILET, O—JL
EERATRERENLIOTATAEAWS OH—ER, | BIO AWSFTAHU K, 7T71D70O
NAH—FI]zE OIDC., £ SAML 7T FL—>3>T9,

O—-L7ONA X —%5E2 T3 69


https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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EY—IILI’BETEDEMEIRELET,
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EIAMO—)Z2FEALTY—ADOFMEHRENBIDEZEELET,

« EcsContainer—-SDK &z l&Y — LA ECS O T FHICT7RYFEehiz IAMO—)L&Y —ADR
MERELTHERTRCEEEBELET,

credential_source & source_profile DA ZRBLU7O77AITEETDERFETESE
A,

RELEERZ Amazon EC2 M SEUB TR MEN HBDEZRTIEHIZ, config 77 M IICh%E
RETBHZUTICRLET,

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:ro0le/my-role-name

duration_seconds - £8 AWS config”7 7 1 JLEXE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
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duration_seconds = 43200
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HID&EFERTDHE BSRLTLSEETL,

config 77 A IIICChZERET BB EZUATICRLET,
external_id = unique_value_assigned_by_3rd_party
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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SIRE MFA FNA RAZEELTVWET,

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn- #£58 AWS config” 7 1 JLEXE, AWS_ROLE_ARN - I:RIEZH, aws.roleArn - JVM &
AT A7 O/NT 1 : Java/Kotlin @ &

CcO7O77A4 )N EERALT)IOIARNENEBREOERTICERTS IAM O—I)L®O Amazon U
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

config 77 A IIICChZRETBHFIZUTICRLET,
role_session_name = my-role-session-name

source_profile - H AWS config”7 7 1 JLERE

TTOZ7A77A)AD role_arn BRETEEES N O Z#HET D -HICERHE N DRIAIER
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credential_source & source_profile @A ZRBLUZ7O77AITIEETD _LIEFTESE
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RETTAINTINZRET S

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-
arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID
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[profile A]
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role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

[profile B]
credential_source=Ec2InstanceMetadata
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https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs& Y —JL V77LYAAHAR

SDK B EFEFEFEHEER
7
N
PowerShell V4 @YY —)L (&
L)

TR R O/NA X —

® Note

BRER—TZOLATINOER, RLEFUTO AWSSDKs My 28RBL T EEV I DS
1A ROBER—TICOWVT,

AT FRABEBR7ONAA—, SEEROATHILENET 7V Tr—2 32 OFRAMEHRZIE
LET, CORFFEHRZO/V1 A —IE. Amazon Elastic Container Service (Amazon ECS) & & T
Amazon Elastic Kubernetes Service (Amazon EKS) Z CFIF OB EFKICKIEE T, SDK & GET
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https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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COBBEZRETDICE. UTORSICEALET,

AWS_CONTAINER_CREDENTIALS_FULL_URI - IREZH
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o CNICRAF—LERANOBEFEENET,

F7FIINE: BBl
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EE  COEREX AWS_CONTAINER _CREDENTIALS RELATIVE URI DRXETH
V). AWS_CONTAINER_CREDENTIALS RELATIVE URI N"BETNTVWHEVWEBEICOKEARAET N
x9,

Linux/macOS WX RTA VICKDREZHOEZEDHZUTICRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
or
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - IRIEZEH

SDK A'RRAFHRZEV IV IARN TR EEICHEAIAIMEN HTTPURL I RARA > M E2EEEL &
T, EE. T7#) MO Amazon ECS KA N 169.254.170.2 IZMEhET,

F7 4 ) MME: [ L]
BR75ME : BREMEX URI,
Linux/macOS WX RTA VICLBDBEZHOZEDHZUATICRLET,

export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - TRIZEZ
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T7AINE: &L,
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BMEE : XF5,
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AE . COFREWR AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE ODRETH

V). AWS_CONTAINER_AUTHORIZATION_TOKEN FILE NEREENTLVAEWVWEBEICOAFEARAET N
£9,

Linux/macOS WX RSA VICLBDBEZHOREDHZEUTICRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - :RIEZ
TL—=2TFANORARN—D O ZEOCT7AINANOERIT7FAINNAEIBELET,
T7 A ) NME: [ L],

BHMEE: XF5,

LinuxmacOS WX > RTA VICLBDBEZHOZREDHZUTICRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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INER_AUTHORIZATION_TOKEN FBEEMICERELCERE
hEd,

Lambda SnapStart #*7 27 4 7 {t AWS_CONTAINER_CRED

ENTIALS_FULL_URI &had&, & AWS_CONTA
INER_AUTHORIZATION_TOKEN FEFMICEREICERE
hEd,
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https://aws.github.io/aws-sdk-go-v2/docs
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
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SDK

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 ©O*Y —)L

PowerShell V4 ©*Y —)L
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(® Note

IEI
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N
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R

%3
R

(W)
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(W)

=
L

ERF LB

Lambda SnapStart 2*7 275 4 7 {tLAWS_CONTAINER_CRED

ENTIALS_FULL_URI &ha&, & AWS_CONTA
INER_AUTHORIZATION_TOKEN FBEEMICEREICERE
hEd,

B O/NAH —

RER—TDOLATINOER, £EIFELLTDO AWSSDKs ") #28BLTLKETVCDS
41 ROBER—TICO2VWT,

CDFRIEXHZX L AWS IAM Identity Center ., ZFEALTI—RAWS OH—EZXA O AD> >
TINBFA2F2 (SSO) T UV EAZEBIBLET,
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html#snapstart-runtimes
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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® Note

AWS SDK APl RF 1 X2 NTlk, IAM Identity Center 3REEEHR 7' O0/V 1 A —I& SSO FREEE
HL7ANAM T —EFHENET,

IAM Identity Center ZB#ICL =S, £B AWS config7 74 L TEREN 7O 7AILEERZLF
T, cOZ7O7 74 IAM Identity Center 7 7 2 AR—ZIIADOERICEAEThE T, 1—H—
7 1AM Identity Center TIEEICRIAME D &, R—ZIILET01—HY—ICEEFFshEZ IAMO—
LNOEHFEAEHRZRL ET, SDK h‘;ﬁi S —ENERAEHRERMEBL. AWSOHY—ERX 1
VIANCERATRFECOVTR, T ZZRLTLKEEVAWS SDKs&EY —)LD IAM 7 A T~
TATA 2 —RBAOHERE E,

config 77 A4 )L Z#EH L T IAM Identity Center ZFRET D ICIE 2 DO FEN HVF T,

« (HB)SSO N—027ANAF—RBE-EYZ I HBEOER, hARXRLAEYZ IVHEOY
R—KNFBEENTVWET,

c ROEHAARBRE —BEENDSKHEY> I Z2FEALEXT,

EE5DBRTE, Y2 I 0BMBRFINESBEYA AV TRIRENHYET,
KD 2 D2OHA RIZIE, 1AM Identity Center B8 T2 BMBERNASEENRTUVET,

« AWS IAM Identity Center 1—H'—H 4 K
« AWS IAM Identity Center IR—X )L API ) 7 7 L 2 A

SDK &V =LA COREEFEAL TRAFTHREZEASRCEHM I D HEDOFMC OV TR, TAWS
SDKsEY =D IAM T AT T AT AL Z—FAOERGE ZZRLUTSEZL,

BIiR SR

&4 IAM Identity Center ZBRICL TH S BEN H V) E T, IAM Identity Center FREED B XL
DM DWW T, AWS IAM Identity Center " 1—H—74 K1 ® "H&{t AWS IAM Identity
Centery Z5BRL T EE L\,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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® Note
FllF, TEBAREMHE, COR—DTHPT ATV RIS ELZ X Bconfig7 7 1 ILERE
20T, "1 0ty NTYTHA RZSBL T EEVIAM Identity Center ZfEA L T
AWS SDK &YV — )L ZFBiT %,

SSO h—o 27 ONAH —&E

SSO =9 7ONA R —BRELEFEHATDE, AWSSDK FERY —ILEEERE Y a3 H
BETEYIVEZABNICEHLET, Y aVHBEKGABBOFMIC OV TR, rAWS
IAM Identity Center 1—H'—7 4 K3 ® AWS "7 O+ AR—%)L & IAM Identity Center FEET 7
T3 oty a HEERETS ESRLTSEET W,

config 774 )L M sso-sessiontzP> 3>k, SSOTFIVEARN =V EZRBIB-HDERER
BEIIN—TILIDLHICERAE N, wunﬁﬁiﬁﬁﬂyﬁﬁ“%f HIZFERATEET AWS, config 77
ANAOZOEIZIVOFMBIIOVTE, T ZZRBLTIKESVREZ 7AIILDOER,

ROHEBconfig7 7AINDHFITRE, devZ’O77 AN ZFERALTSDK £ EY —ILZEZEL. IAM
TATTATA O E—OFAEHREZVIVIANLET,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

AOHITIE, sso-sessiontzV>araE&EL. 7O 7AIICEENFGFS
EERLTVWET, BE., SDKA AWS RBIEHREVIVIARNTEDKSIC,
profile 29> 32 T sso_account_id& Z&&Esso_role_named 2 AEAH
H')ET, sso_region, sso_start_url, (& sso-sessiontVa>RNTK
XEsso_registration_scopesT B HLENHVET,

sso_account_id & sso_role_name & SSO R—O 2V ERENDIXTOIFUFATHEEVNS DT
TRHYVELA, 77IT5—23 2 AWS ODH—ERZAHIRTS—RiAEHR—NTD 0AhEFERT
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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2HE. KD AWS RIAIERIIMBEH VY EHA. RTF—RIARF, RPS—h—0EFEND T
FAVTARN—DOZFERATS HTTP AT — A'C‘d'o O F AT, sso_account_id &
sso_role_name FHBETREHYEBA, Y—EANIRTS—Kh—0 RBAZHR—KNLTVDH
ESHZERBRBITBICIE, B2 AWS DY —ERX A4 RESBLTLIEEL,

BBRATI—7IF sso-session D—HPE L TEREENE T, AA—7R&F. 1—H—0F7hH
DRI BRTIVT—=23a> 0T 0 AZHERTSD OAuth2.0 DXAZAXALTT, BIOHIT
lksso_registration_scopes, PHUNEO—IE—EBRRIDLEHICHAEBRT IV LAZRM
ITBELSIC ZRELET,

ROBIE, BHEOT7O774A4I)TRELUsso-sessionXEZBRATSHEZRLTVET,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

WAL=, Y23 RBILESVWET7PAIINBZFEAL T, ~/.aws/sso/cache T4 LI K
DOTOTFAARAIICF Yy a1aedhET,

EHMAAOLAS—RE

hN—UCOBBEHE. EFAATOLAS —RETEHR-—REATLEREA, KDYIZ, SSO
h—=O2 7 ONAE—RE OERAZHEHL LT,

EHTAAOLAY—REZFEATRICRK. 7O77AMILATROREZEETIHLEN HYVET,

* sso_start_url
* sso_region

* sso_account_id

IAM Identity Center T TOZ EN TEETT 84



AWS SDKs& Y —JL V77LYAAHAR

* sso_role_name

ZT7A77A4)NOI1——R—F)LIE, sso_start_url &V sso_region REZMFEAL TEEL
£9, PUOEAHFAE sso_account_id 8 &V sso_role _name RETIEEL X T,

ROPITE, config 77 AMINIC 4 DDOBEEBZEEZRELET,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

WEEN—2 > F, sso_start_url CETDVWET7 74N EZ2EAL T, ~/.aws/sso/cache F1 L
TRIDTOTFARVICFY Y 1ENET,

IAM Identity Center FREEEHR 7 O/N 1 X —DFRE
COBEFUTZFERALTHRELET,
sso_start_url - 85 AWS config”7 7 1 JLERE

BBOIAMTATFUoTATAEZ—RHTEURLETLE T VEAR—2)L URL Z1ET URL,
FHMCOVTR, T1—H%—HAR, OAWS " FOELAR—ZIIOFERH 25BLTEE
L. AWS IAM Identity Center

COEZRBRDITFSICE, IAM Identity Center AV —)L&BE, AV 1R—RERRL
T,. AWST7IOtEAR—FRI URLZRDFET,

e ThlF., O/N—232 2220 AT AWSCLI, DV ICAWS ¥1T7& URL D= FEHTE
9,

sso_region - 8 AWS config”7 7 1 JLE&XE

IAM Identity Center R—R LKA N AWS U—2 3> 288 . DF ' IAM Identity Center 2B %)
ICTBFIICEBRLEU—232, ChETF7ZIILMOAWS V=232 UL THY, EX
BPEENFHYET,

AWS V=232 £ZDD—ROZTLBVANIDOVTE, Ta O "TU—I32TY RRA
~ b1 Z#BBL T & VWAmazon Web Services £ 07 7LV R, COEZEERTSIC
l&. IAM Identity Centerd >V —J)LZBAVT[Z Y 2 1KR—R1ZRRL, [U—23 V) &RLE
9,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
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sso_account_id - 58 AWS config”7 7 1 JLERE
SRRECfE A 9% AWS Organizations H—EAZBLUTAWS 7HU 2 N EBinE hiz OE ID,

FERATUEETHI MO ANEZEERTSIZE., IAM Identity Center AV —)LICBEL T
[AWS 7HIUU K] R=DEBHEET, AWS IAM Identity Center R—ZXJL API U7 7LV A®D
MListAccountsy API XV Y RZERAL TRARAREET AV ROV ANZEFTEITHELEETE
F£9, EXEFE., AWSCLI XYY R list-accounts ZEOHIT ENTEET,

sso_role_name - 8 AWS config”7 7 1 JLERE

I1—Y¥—0OF7I0tAFTEERITAIAMO-LeLT7OED a - J&chiET7 oA
Foty hOBE, O—J)IE., TAWSTHIUNBESIhE CEEITDIHVEN HVYE

9 sso_account_ide O—J)L® Amazon )Y —AFX—LA (ARN) TlE&<, O—J)IBZFEALT
<EEL,

TOERAHFAEY MR IAM RIS —EARBZLT VEAFARIS —HATEYFEATEY,
A—H—CEBVHETSNEAWS THI Y MINEEThBTIVEALRILEZERL KT,

CEFERATREATIVEAFTEY NOVARNZERTRTSICE AWS PHU 2 M, IAM Identity
Center AV —)LICBEBIL TAWS PHI MR—DEBEET, AWST7HIU N F—=TILIC
JDARENTVBRELVWTFIVEAFTLEY NBEZEBIRLET, AWS IAM Identity Center 7R— X
JLAPI U7 7L>A®M TListAccountRoless; API XYY REFRAL T, EAWEAT IV ARFT
Y RODUANEERITZEETEET, LEXIE., AWSCLI XY Y R list-account-roles %
HROHITENTEET,

sso_registration_scopes - %5 AWS config”7 7 1/ JLERE

sso-session (,:E‘FEI?%Z:I—TGDW‘/?IXJC)JU@'JZl\'C“@'o T70r—>3aziE1-o
LEQRAO—TRVOIARNTE, P75 —23 2V ICRITEShETIOEAN =IO EEFE
TNEAOD-TICREENET, IAM IdentltyCenter*JL EADXSEHIN—IUZ2BBTBIC
l&. sso:account:access DREBOAI—TENFETIHEN HYUET, FRATELET Y
TARDA=7"F72a>20JANIDOVWTI, AWS IAM Identity Center " 1—H'—H 4 K
O "TOELAAD—T7"1 BSRLTLEEL,

CNSOAO—T, BRENEZOIDCIVTZFAT RNV IIARNTER TV RAFAE, V75
AT RNDPWMEBIDTIVEARN—V&2EERLET, AI—7"1&. IAM Identity Center RF7 5 —
N—=O TERRBENELI RRAMNOT IV AZHFATLET,

DEERE. EFMTEBRVRROEREICKBRATShERA, LA—BREFERAL TRITSNE
I\ Ik, BEMICsso:account:access Ad—7ICHIREhET,
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https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
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AWS SDKs& W — L U77LYABAR

AWS SDKs& Y —)LIC KRB HR— K~

LLTFDSDKIE, COREY U THBETHIMMELRELZYR—NLET, BOMWBHINAD G NIE,
FARNTCRBEENTVET, VM ZATFLAZ7ONT15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK Y OEET - FFEER
o
k
AWS CLI v2 (&
L)
SDK for C++ (&
L)
SDK for Go V2 (1.x) (&
L)
SDK for Go 1.x (V1) & HE config 77 MIEREEFERTSICE, BREZ77 ALY
W SOFBRAIAAZEBMCTIHXENf HYET, v a3,
ZSRLTLEEY,
SDK for Java 2.x & EXEfEEcredentials 77AMILTEHR—FEhTVE
w 9,
SDK for Java 1.x L
L)
z
SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x (&
L
SDK for Kotlin (&
L
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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SDK

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 @YY —)L

PowerShell V4 DY —)L

.lj.
e
N

=3
R

%3
R

(&
L

=
L

=
L

=B

=3
W

(&
L

ERF LB

EHMAADOL A —RED Ho

IMDS FRREEHR 7’ O0/N 1 & —

(® Note

RER—TDOLATINOERE, LT AWSSDKs ") #28BLTKETVCDS
41 ROBER—TICDOVWT,
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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AVABVAXZTF—RZYF—EXA(IMDS) &, 1V AZAIZETETF—RT, RITHOAVAE
VAERERLGEETRLHICFEALET, FATREETF—XOFMIC OV T, Amazon EC2
A—H—HAR, O "TAVARAXZT—2NORIE) 258 L TS EE L, Amazon EC2 Tlk,
AVABR VAL EFEETFERBERERMBTEDZIO—ANI O RRSA I NEA VAR ATRIARE
TF A VARVAICO—=IANTRYFENTVWREHEEE., TOO-ILICEMERIIEROEY
NAERATEEXRT, SDKIIEFOIRRA U MEZFEALT, F7F2I)NOFEHR7ONA A —
FI—2O—HPELTRABREBRTEXRT, 1 VARV AXEZTF—RY—EAN—232 2
(IMDSV2) i&, IMDS D& W ZE£BN—232THY, F7AINTERAEIhET, BRETTELZL
M (HTTP TZ5—1— KR 403, 404, 405 ) FEREATERBL BEE, IMDSVI A7 x—)ILIN\v U &
LTEAETIET,

COMEEERETDICE, UTOXRSICFERALET,

AWS_EC2_METADATA_DISABLED - IRIEZH
FRRETEEROEBIC Amazon EC2 1 VARV AX A F—RH—E X (IMDS) ZFEA T3 AN ES H,
77 # )L ME: false.

B E:
e true - RIMEHREWMBTA-HICIMDS ZFEALEE A
- false -REIEHMZEBE TS -HIZ IMDS Z2FEAL T,

ec2_metadata_vl_disabled - & AWS config” 7 1 JLE&E,
AWS_EC2_METADATA_V1_DISABLED - IR¥EZ#, aws.disableEc2MetadataVl - JVM > AT L7
O/\NF 4 : Java/Kotlin @ &

IMDSV2 A"k B L 1= & (. Instance Metadata Service Version 1 (IMDSv1) 27 #—JL\Y U &
LTERTIHESH,

(® Note

#FLWSDK I IMDSV1 ZHR—RLTWEWVEZ®, COREFHR—REhTLEE
ho FHICOVTEE, RAWSSDKsEY —J)LICLDHR—K ZZRLTSEZ W,

F7 # )L MME: false,

B 1E:
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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« true-IMDSV1 Z7 #—)LNY 2L THEALEE A,
« false-IMDSV1 Z#7 #—)LN\Y & LTHERALET,

ec2_metadata_service_endpoint - £8 AWS config” 7 1 L& E,
AWS_EC2_METADATA_SERVICE_ENDPOINT - JRIZEZ %, aws.ec2MetadataServiceEndpoint -
JVM 2 A7 A7°'0/NF 1 : Java/Kotlin ® &

IMDS DI RRAhe COfEIE. AWS SDKs&YW — LA Amazon EC2 £ VARV AX R
TF—REREITDTIFINOERELEELET,

77 # ) NME : ec2_metadata_service_endpoint_mode A" IPv4 I

ZLWVWEE, F7F)IBMI RKRAME http://169.254.169.254 T

9, ec2_metadata_service_endpoint_mode A" IPv6 ICEL VWHE, F7FIKNDODIVR
R4 NE http://[fd00:ec2::254] T,

BR734E : B URL,

ec2_metadata_service_endpoint_mode - & AWS config”7 7
1 JLERE, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - :REZH,
aws.ec2MetadataServiceEndpointMode - JVM 2 A7 A7 O/\NF 1 : Java/Kotlin @ &

IMDS DI RIRA > R E—R,
F7 # )L NME : IPv4,

B’ {E . IPv4, IPV6,

(® Note

IMDS ZRRIEH 7’ ONA A — 1 RABEHR7ONAFT—FI— 2 BB TD O—HTI, I
LU, IMDS RREIEH 7’ ONAM A —F., CO—ETHOWVWS D2AOT7ONA T — o)ét_o)&
FIVIENET, TOLEYD, 7OJSATCOTONAZ—ORAEHRZERAT 25

&, BREHL SHOBMERIMERONAFZ—2HIBRTSH. EU0)7|:|774)L7E{§J%3“%>
PBEAFBHVET, HDVIE, REEBEHRIONA I FI—2ICE>TEOT7OANA I N BN
RIMEREZRTHA ZEHBNICRETZRDYIC, OJ—RAT IMDS REEFEHR7O/NA X DE
AZEEELTKEEVY, Y—ERIVSA T NE2ERTREEIC, RFERY — A2 EEE
ETEEY,
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IMDS FEREEHR O+ 21 U T 1

F7 ) NTIE., AWS SDK ICEMBEREAIEHMARES N TV EVWIES,. SDK & Amazon EC2 1
VARV AART—Z Y —ERA (IMDS) ZFEAL TAWS O—ILORIAEBERERBLEISELET,
COEEIX. AWS_EC2_METADATA_DISABLED IBIEZH % true ICRETHETEMICTEE
T chlckV), FUREBZYRNI—IOTFTIOF1ETANBFLEEN, AmazonEC2 41 VAR A X
RTF—BH—EANBEENZUEENI BB ERTERVRYRNRD)—I0EF 1) T4 hBILENE
¥,

@ Note
AWS BB RBABMTHREE N SDK IVTA T ME, ChSs DOREICEFEEL, IMDS
ZHEAL TRABHRZMEL X AL

Amazon EC2 IMDS FREEEER O £ 0 EXL

CORBEBORERZERE. FAFOARL—TFTAVIIATLE, BEZREENICLEZVAES D
ICR>TEBWET,

Linux & &' macOS

Linux £l macOS Z2FEAL TLSBEFEHKEF. XOONV REZFEAL T, CORBELHERETE
x99,

$ export AWS_EC2_METADATA_DISABLED=true

COREEEHOIIINEYS IR ATLAOBREHEBEHEFIL ZVES

([&. .bash_profile., .zsh_profile, .profile BENMLEREOIRVREZZIIIFO774)
J77A)ICEMNTEEXRT,

Windows

Windows ZERAL TLV2HEEKE. XROONV RZFERAL T, COREBELEHERETEXT,

$ set AWS_EC2_METADATA_DISABLED=true

COREEEHOIILEY S IVPIATAOBRBEEMELLVBER, KbV ICUTOIT
Y REEATEET,
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$ setx AWS_EC2_METADATA_DISABLED=true

@ Note
setx ANV RRBEOD I Y IVICEZBEALEVESD, ZEZEMICITSICES T
ILZVUVO—RIZIHVBEHASBEN HYET,

AWS SDKs&Y —LIC& B HR— K

LTFDSDKIE, cOREY U THBETHIMELREZYR—NLET, BOWBEHAN HNE,
IAXNTREETNTVET, VM ATALAZ7ONT 15&EF. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK H SEEF L FAER
H
K

AWS CLI v2 =3
R

SDK for C++ (=
L

SDK for Go V2 (1.x) (&
L

SDK for Go 1.x (V1) & /\ﬁ config 77 A I BREZFERATBICE,. BEZ7 7 AILAH
w HJL&JA&EﬁIM_TJ'%%Eb‘ZV)Ui?O rtyay
’d’:%&ﬂﬁbf<té\/‘o

SDK for Java 2.x (=

JVM 2 2AF A7 0O/NF 4 com.amazonaws . sdk.
disableEc2MetadataVl ®OfRbH VI #FEH
L aws.disableEc2MetadataVl aws.ec2Me
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SDK B EEF L EFEER
N

tadataServiceEndpoint . B R—Kkaws.ec2Me
tadataServiceEndpointMode EhnFEtA,

SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x (&
L)
SDK for Kotlin & IMDSV1 7#—INY OZFEALEEA,
L)
SDK for .NET 4.x (&
L)
SDK for .NET 3.x (&
L)
SDK for PHP 3.x (&
L)
SDK for Python (Boto3) (&
L)
SDK for Ruby 3.x (&
L)
SDK for Rust & IMDSV1 7#—)LNNY U ZERALELEA,
L)
SDK for Swift &
L)
PowerShell V5 ®Y —)| & ZFEALT, O—RTIMDSVI 7 #—JL/NY U ZHRH

W ICEMICTE XTI [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true o
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SDK # EEFRFFAER
N

PowerShell V4 @Y —)L i ZFEALT. O—RTIMDSV1 7 #—)L/\NY U %8R
W ICEMICTEEF I [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true o

ZJOtEARARHRZ7ONA S —

(@ Note

RER—TDODLATINOER, F£IFELLTDO AWSSDKs ") #28BLTKETVCDS
41 ROEBEER—ZIZDOVWT,

SDK I, WAZLDA—AT—AILELETERIABER7ONA T —F I —2 ZHRT D HEDHEE
AHYVET, CO7ONAE -, AV TLIAOFABTBRARNT A S OFABEROMER AT TL
SAOD7ANAE - OMERE, HARLRKEZRBEIDLOICHEATEERT,

=& Z ., IAM Roles Anywhere & Zf#f L Tcredential_process, 77U —>avifkb-
T—RNERIERENELET, COAEICEDE T credential_process ZRET I IE,
IAM Roles Anywhere Z L 7z AWS SDKs&E Y —JLOFREE ZZRBL T EE L,

(® Note

LT, ARB7OCADSRABEREZFET D2 HEZHALTEY., OARTY I RNIIT
fé%ﬁbﬂ,\é BICFERATEELET AWS, AWSOAVEI—F4 TV Y—ALICEETS
G, HORABR7ONA A —E2FRALET, COATTaVa2ERITIHEEEF. IR
b TAVIDATLADEFIVTADORANTZOT 1A RAZFERALT, BET77AILNFTA
BEARYOYIENhTVWAEZHRELTLKEEV, SDKs & FZFNDXS51EEH%ZE AWS CLI
Fry7FrLTCOJICRBRLUStdErr, #EBROBKVWI—HY—(CLBAITHAEMEN BB O,
DAZLFIERY —IHF>—OL Y MEHRZE CEBEAFTFEVCEZBRALET,

COMEERETDICE. ATORSIZEALFT,
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credential_process - 8 AWS config”7 7 1 JLEXE

FERATHIFARRZEXADDVEEB IR HIC I—F—ICRKDL>TSDK £V —IILHFET
TRNAEOIN REZEELET, CORETRK., SDKAFTHI 7OV Z L/ ROEBH
ZEELET, SDKATOERAZHOHT E, TOEAAN JSON F—X % stdout ICEERAD
DZEFEET. DAZL7TONAEZ -, BEOHEATHEREZRIVEN HVWET. COBERIC
k. SDKEERY - A 1—H—ZRATH2LHICHEATERIFTABEBIEENATVET,

(® Note

T7OtARERRHR7ONA X - FREALEHRZVONA T —FI - Z2EEITS O—HTY,
EEL, Z7O0EAZTEBER7ONAE -G, 20U —AX0oV< 2207 0/N1 X —
DEIZOKTFIVIENET, TOLO, TOJZLTIOTONAE —OEEIFRE £
RAY25ak. REANSEOBMSERAREHR7ONAX—2HIKRI2H, BOT7O771)
ZEAIZIHBENFHBVET, 2V, BAFERITONAE—FI—2ICBE>TEQTON
A —FENERABFREZRI N ZEBNICKRETEIADY L, T7ORARAFRZO/NA
A—OEAZI-RTEELTLKEEZV, Y—ERIFATUNEERTD L EIL, FELE
HY —AZEEBEETEXRT,

RIABHTOY S AND/NADIEE

FREODEF., SDK FLEERARY —IIA1—F— RO >TERITITRZTOTZLANODNRAZBELXNF
HTY,

s NARETF7ANBRICE. A~Z, a~z, 0~9. NA T2 (), PUE—AROT (). EVFR ().
727 —RAZY>a (), NYTARZYZ 2 (), AR—ADKEFEHTEEXT,

s NAFLERBRT77ALNBIEAR—ANEENTVRHER. T2B/NAET TSI B2 _E5| AR ("
") THAET,

s NIA—BRBFELEENFX—ZBIZAR—ANFEENTVREEE. TOERZ_E5/AF("")
THKAET, ATDIE, BAIFELERFEOHKRTHY, TORTTEDHYEEA,

s XFHICREZHEEDHHEVTLSEEW, HlRIE. $HOME F/zlk SUSERPROFILES ZE2%Hd &
FTEEEA,

e IR—ALT7A)NA%ZE ~ELTEELBEVTLEEV, *TINAFLEFR—AT7AMIBEIEETS
DENFHYVET, R—RAT7AINEBENHBDIEE. ATLR PATHREZERTEEE L7 A
A—ATTOTSLZRRELEISELET, NARARL—TFT A VIV ATAILE>TERYFE
E
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ROFIE, Linux/macOSE® config £B 7 7 A4 JLIC credential_process ZFRET D HEZRL
TVET,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

XOPIE, Windows E® config #B 7 7 14 JLIC credential_process Z5XE T2 HZEZERL TV
9,

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

- ERAVO77A)IATEETERT,

[profile cred_process]
credential_process = /Users/username/process.sh
region = us-east-1

RABRTOI LD SOEMBEHA

SDK7O77ANTHEEENLELSICON REEFTL, RICEEH DA STF—RETHE) F
To RAOVTRNTHIIMNAFTV=7OJFALTHIDHNICEDLDST, BETHIAV RIEE, UT0#E
XE&—3T3 ISON H A% STDOUT ICERTHIMEN HYET,

{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
@ Note

ANEEOHEBRESA T, Version F—R 1 ICBREITIXENFHVYET, BEHNFELLTD
., BREORKRBEHIZEBZ TV AEENFHY)ET,

7OER7ONAHE 96



AWS SDKs& Y —JL V77LYAAHAR

Expiration ¥—Il&, RFC3339 XD R A LARY T TF, Expiration F—AYV—J)ILOHAIC
BWEE, SDK F COFRGIEHRIEHE B VR OZRIAFTHRTHD EHHLET, ThUADE
BRI — RN AFRIIERE R h, BRHIRNYINBEIIC credential_process ZH3E1TL
TEHNICEHREIET,

(® Note

SDK &, AR7OLADFRARHEO—INZ5EZFA LS HFRAERHREL TFrv>alL
FHA, FTYIINBEZFERE, AFT7OCLANTRETDILEN B ET,

AR7OLAREOURADOY Z—20—RZRL T, FEARBROMERICIS—FRELEZEEZTR
FTENTEERT,

AWS SDKs&Y —LIC& B HR—K

LTF®DOSDKIE, COREY U THBETHOIMMELREEZYR—MNLET, BOMWBEHNAD & NIE,
FARNTCRBSNTVET, VM ARATFTALAZ7ONT 15REWK. AWS SDK for Java & AWS SDK for
Kotlin TO & R—KREhET,

SDK B EEFLEFFEER
A
k
AWS CLI v2 (&
L
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) & ﬁ config 77 M BREZEATSICE. REZ 7 ALY
L DFHEAIAAZBEMITIHEN HVET, "vrar,
Ei}ﬂﬁb'c<7‘._‘c‘f Lo
SDK for Java 2.x (&

(A
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SDK for Rust

SDK for Swift
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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SDK B EFEFEFEHEER
7
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PowerShell V4 @YY —)L (&
L)

AWS SDKsIEXE{t, & N - #4aE

ZLOBBERK. —BLET 7 AN BNCEELLENTHY, Z2<OSDKTRIUKIDICEELET,
CHO—BHICKY, BHOSDKEOO—F 1 NEEMEHBEEI MELET, TXNTORER
Od—RANTLEEZTEERT, FHICOVWTE., BED SDKAPI ZSBL TV,

/A Important

FTNXTO SDKAITXNTOEEZTR— ML TVEIDITTREELS, BERNOINTORIEZ
BR—NLTVEDTFTEHYEHA,

NEY D

« THOURMR—ADIVRARAU b

« F7Ur—>3>1D

* Amazon EC2 A VARV AX R F—2Z

e« Amazon S3 7Vt ARA > b

« Amazon S3XILNFV=232TOEARA b
* BALAF—A

« AWSU—232

« AWSSTS U=3 VIV RKRAV B

« Amazon S3 D T— R EEMRE

s FATIAZYVEFIPSTY RKRAV B
« IV RKRA M EE
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. BRITEIE

« UOTANESRE

« Y—EABEDOIY RKRL K

« AXN—hBETFZ7#I) b

THOYRR—=ADIY RIRA> K

@ Note
BMER—ZOLATIONOER, £LEFELUTO AWSSDKs "y ZZRBLTIKEEVCNSH
141 ROFBER—TIZDOVT,

TFHIVRR=AODIVRRAVNE, AWSTHONID ZFEALTOBEEZYR—KTD
H—EAQDVIIARNEIL—TFTA420FDET, BOWNTA—XVAERT—ZEUT 1 ZHART
BPOICRIAUBEET, THIVKMR—ADIV RIRA 2 NEHYR—NTSD AWSSDK £ HF—ERAZE
BA3%8E8, SDKIOTZATRNEV—23 I RRANTRELSTHI MR—AOIY RR
AP ZEBELUTERALET, PHIORNIDASDKIZA T NMIRRENBWEES, 9547
RRU—23VIVRRAVNEFEALET, THUVMR—ADIVRRAVNE OFERZE
W https://<account-id>.ddb.<region>.amazonaws.com, <account-id>& <region>&
AWST7HOKNIDE TTAWS U—23 2,

COMBEZRETAICE. UTOLSICEALET,

aws_account_id - #5 AWS config” 7 1 JLEXE, AWS_ACCOUNT_ID - IREFELH,
aws.accountId - JVM = A7 A 7'O/\NT 4 : Java/Kotlin @ &

AWS THIUNIDe FHOYRMR—=ADIY RRAVKNIL—FT AV TICERENET, AWS
THO2 K ID OFEREF 111122223333 T,

THIVRR=AODIV RRAVRNIL—FT 12Tk, —HBOH—ERAOVIITANNT#—I >
AZ@ELEEEBERT,
account_id_endpoint_mode - & AWS config” 7 1 JLEXE,
AWS_ACCOUNT_ID_ENDPOINT_MODE - IRIFEZ ¥, aws.accountIdEndpointMode - JVM = AT A
7°0J/NT 4 : Java/Kotlin @ &

CORER., BELCHUTTAHIVRIR=—ADIY RRAVRNIL=FT AT Z2FTIZL, THYD
PRR=ADIL=NZENANATRIZOICERENET,
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77 # )L ME: preferred

B ME:
« preferred- T RARA NI, RATELBERETHINIDZEHBMENfHYE
9,

« disabled-REFHADI RRAVNITHINIDREFEENEE A,

« required- TV RARAVKNIZTAHINIDHFEENDIHENHYET, THOUNID HE
ATERVEE, SDKIFIZ—2AO—-LFT,

AWS SDKs& Y —JLIC& B HR— K

LLT®OSDK Ik, COREY UTHRIATHIBELREETR—NLET, TN EFHAN SN,
IAXNTCREETNTVET, VM ATALAZ7ONT 15%EF. AWS SDK for Java & AWS SDK for
Kotlin TO &Y R—KREhET,

SDK # SDK/N— CEEFLEFEMEER
R— 23>7T
~ i)—x
AWS CLI v2 & 2250
\,\
AWS CLI v1 & 1.38.0
\,\
SDK for C++ (A
\,\
=

SDKforGoV2 (1.x) & v1.35.0
L

SDK for Go 1.x (V1) L
L)

—

A

SDK for Java 2.x & v2.284
L
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SDK for JavaScript
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SDK for Kotlin

SDK for .NET 4.x
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SDK for PHP 3.x
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SDK for Ruby 3.x

SDK for Rust

SDK for Swift
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SDK /N\— SEEFEIFFEMIER
>3arvT

y)—Xx

v1.12.771
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4.0.0
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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SDK H#  SDK/NN— SEEFRLGFHFMEBER
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PowerShell V5 @ W
v =)L L
A
PowerShell V4 @ A
v =)L L
A

TF70—>3> 1D

@ Note

BRER—ZOLATINOEME, EFUTO AWSSDKs M) 28BLTKEEVZNT
1 ROBER—DICDOVT,

B—Q ZBBONWARI—T7Vr—23>TFERALT, Z2ZHFHTAWS THIU N ZENT
EETAWSOH—ER, P7UT5—2a> DEEATRE, BEE Z2FALT—EOFTEHL
BIT2EV—AT7IT—>23> B ETEETANS THI e AWSSDKs EH—E R,
NIEZ UADFETHERELIBERL TERTLEOBEICLRRLELA, LA, COEEZERE
X—=)LE LI [CE®H D AWS Health Dashboard Z & T, BHICEENFFShTVWR 77U —> 3
vE—EICEBRTEET,

COMREZRETAICE. UTOLSICEALET,

sdk_ua_app_id - 258 AWS config” 7 1 JLE&E, AWS_SDK_UA_APP_ID - IRIZEZH,
sdk.ua.appld-JVM > A7 A7 O/NF 1 : Java/Kotlin @

CORERF. BEO AOEQT 7V T—>3a>h e AWS PHO N HEAZRBIT B 12
OIZT7VTr—232ICE)ETH2-E0XFITYT AWS,

77 # )L ME: None
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BWBME : RARA 50 DXFH, XF, BF, BFLTROBHEXFZEATEERT:

!\ $\ 0/0&\ *\ +\ ETIRN ;A :

> | S o

config 77 A I)LICCDEZRETBHZUTICRLET,

[default]
sdk_ua_app_id=ABCDEF

LinuxmacOS WX RTA VICLDBEZHOZEDHZUATICRLET,

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows DXV RSA VICKDREZHOBREDH ZLLTICRLET,

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

FRATAZIINICRIIBEREH OESEZEHIHER. BEICKHSUTEZIART -7 LET,
AWS SDKs& Y —)LIC KB HR— K~

LTFDOSDKIE, CORNEY U THIATHIHMELREZYR—NLET, OO BHANF BN,
FARNTCRBEENTVET, VM ATFLAZ7ONT 15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK H SEEF G FHAER
+
N
AWS CLI v2 %)
v)
SDK for C++ » HBE config 774 IR HR—REhTLVEHA,
V)
SDK for Go V2 (1.x) &
V)
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SDK B EEF L EFEER
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SDK for Go 1.x (V1) 75
L

SDK for Java 2.x HBconfig7 TAIURERHR—RFENhTVEEA, REZ

=B
2 BREYR—BRERTLEREA,
By

SDK for Java 1.x A<
L
SDK for JavaScript 3.x %)
V)
SDK for JavaScript 2.x A<
L
SDK for Kotlin » JVMRATAZONT 1 IE TFaws.userAgentAppId
V)
SDK for .NET 4.x %)
V)
SDK for .NET 3.x o
V)
SDK for PHP 3.x b
V)
SDK for Python (Boto3) %)
V)
SDK for Ruby 3.x %)
V)
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Amazon EC2 1 VARV AX X TF—2A

(® Note

BRER—ZOLATIONDERE, £EEFUATO AWSSDKs M) #28BLTLKEEVCDS
4 ROBEER—ZIZDOWVWT,

Amazon EC2 Tlk, 1 VARV AXRTF—ZHF—EX (IMDS) EHFNDHG—EAN M1V AR VAT
FRTEET, COY—ERADOFHEMIZOVWTIEE, AmazonEC2 1—%—HA R, O "4 ARV A
XBZF—BZNOFEHA 2BRBLTLKEEV, IIMO—J)TEREE Nz Amazon EC2 1 AR ATHR
AMEHROMBZHAITIBDE., 1 VARV AXRTF—RAG—EANQOEGN ABAEICKYET,

COMEEZRETDICE. UTOLSICEALET,

metadata_service_num_attempts - 8 AWS config” 7 1 JLERE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - IRIBEZLH

CORER, AVARVARARERTF—BY—EANST—2ONBZRAITIRLEE, FLEITDET
ICHITI2MEHEEELERT,

F7F)NE: 1

Amazon EC2 41 V AZR 2V AXZF—A 106


https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
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Kotlin TO&HR—KREhhET,

SDK H FEFELEFAER
N
AWS CLI v2 & AWSCLIV2 &, ODOfEAWS_REGION OHIIC OEZFEALE
W\ 9 AWS_DEFAULT_REGION (AADEBHAFIVIEIE
9I)o
AWS CLI v1 & AWSCLIVIZCOEMDOESHIC &WVWSZHAWS_DEFAU

M\ LT_REGION OREZHZFEALET,

SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) & HBE config 77 MIILEREEFEATDICIKE. RET7AILD
W SOFRIMAKZEMNCTIHXEN HYET, vra,
ZSRLTLSEZV,
SDK for Java 2.x (&
L



https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 @YY —)L

Y EERFRLEEEFAER

N

&
R

=
L

(&
L

(&
L

=
L

(&
L

=3
W

(&

(A

(A

(A

(A

(W)

CMDSDKIE, CHOEMDI=®IC AWS_DEFAULT_REGION
EENTOSNERREREZFERAL T,
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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SDK B EFEFEFEHEER
7
N
PowerShell V4 @YY —)L (&
L)

AWS STS =232 I RRA b

(@ Note

BER—TOLATINDER, THEUTO AWSSDKs M) #8BLTILKEELVZ DS
141 ROBER—TICDOVT,

AWS Security Token Service (AWS STS) i, JO—NIH—ERED) -3 H—EAOHET
FIATEET, AWSSDKs & CLIs DFIZF, F7FINTITA—NILTF—EAIY RKRA2 B
(https://sts.amazonaws.com) ZFERITHIENEHNE, V=230 —ERAI RERSA VKN
ZEAITZEDEHV) EIhttps://sts.{region_identifier}.{partition_domain}. T
7ZIBTREMCE>TWB =232 TlR, AWSSTSJO—NILIV RRARADOUIT
ARNF, DOIANTOU—3a> AU 23> TTHEBNICMEBEhEST, A7 A U—23
VTlE., AWSSTSJO—NILIVRRAVRMADIVITANFIAWS V=23, B—OXRER
BN—D =T Ick > TREENET, AWSSTS IV RRA > ROBEIC OV T, AWS
Security Token Service "API U7 7L 2R3 @ "I RiRA 2 1 F£=EAWS Identity and Access
Management " 1—H—# 4 R, DAWSSTS " BB AWS U—T3 >, 2BLTLKEEV,

AEERRY -3 I RRAVNEFERAL, ZRETDICEN AWSRARNT T IVFTFA1AT
FTAWS U—2 3>, BRAUAON—FT12a>ndFHE, V—2a>IVRRAONEERATS
PBENFHYVET, INXNTODSDKs EV—ILHNCOREZYR—NLTVWEDIFTREHYFTEAD,
JO—NILIVRRAKREDV=23 VIV RRAVNIBIZDHEN EBZENTVERT, FMICD
WTk, RO T, 023> z5RBLTLKEEL,

(® Note

AWS i, EIEHENT #—XR 2 AZB[LEEDEHICTF 72 NTEMICEZ>TVWSD ) —
< 3> @M AWS Security Token Service ( AWS STS) JO—/N)IL I RARA >~ (https://
sts.amazonaws.com) ZZEBLEL L, JO—NILI2 RKRLAZMAD AWSSTS U
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https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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TAMNE, D—20—RAWS V=232 £ELU TEHFNICLAEBEIhET, chs0Z
BERERAThA)—=2ar il F7O01/chERA, BYIZAWSSTS V=232 IR
RAVNZEFERATR L Z2HHOLET, FMICOWVWTIE, T AWS Identity and Access
Management 1—H—# 4 R, OAWS STS "JO—NITV RERAKNOEE, #SBL
TL<EEL,

COREEZYR—NTD SDKs &V —ILOHE, BERBUATEZEAL THEZRETEXRT,

sts_regional_endpoints - £8& AWS config” 7 1 JLE&E, AWS_STS_REGIONAL_ENDPOINTS
- IRIEBEEW

Rt

CDEREIE, SDK £=(EY —JLA" AWS Security Token Service () E DBEICFERATZ I KRR
A1VRNERETD AWS ODH—ER FZEZIBEEL FITAWS STS,

F7#A)LNE : regional, ROXRDHFINESEL TSEEV,

® Note

2022 F 7 RUARBRICVU—AEhBDIXNTOSDK XD Y—N—=23aviE, F7F)IKT
regional ICEREENET, FILWSDK XD+ —/N\—2 3> Tk, CORENHIBRE
N, regional BMEANEAITAHAREMENBNET., COEBICLDFIKRNBEEZEZRS
Fho, AREBBEET VT —>3 T rreqgional DERAEZRKRIZD L E2HHHL
9,

BXsfE : (HE{E : regional)

« legacy-JO—/N)LAWSSTS TV RKRA N ZFEAL EFFsts.amazonaws . com

- regional -SDK &Y —IIEF, REREETNATVWAU—23 20O AWSSTS T RRA
VREBIFEALET, L&A, 94T RN 2FATHIELSICERECNTVSESus-
west-2, NOIXNTOEVUPHL AWSSTS Ik, JO—NILIY RRA M TREBE<sts.us-
west-2.amazonaws.com, 'J—>3 sts.amazonaws.comL> RARA > KN ICHL TITHhh
T, CORENBHREECITO—NILIVRRANIVITANZEETSICE, V—
23> % aws-global ICEREL F T,

config 77 A I)LICRDIEZRETBHZUATICRLET,

[default]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes
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sts_regional_endpoints = regional

Linux/macOS NN RTAVICKBDRIZEBOBREDHZATICRLET,
export AWS_STS_REGIONAL_ENDPOINTS=regional

Windows DN RZAVICKDRREBOREDH ZUTIZRLET,

setx AWS_STS_REGIONAL_ENDPOINTS regional

AWS SDKs&Y —LIC& B HR— K

(® Note

AR -3 VIV RRAMNZEEAL, ERETDICEN AWSRAKNT ST 4
XT?AWS IJ_:/“E>O

ROFTWEF, SDKELEEY—ILICOVTFREDLEEDNDTT,

« REZEYR—NSTSU—23 IV RRANOHBconfig7 7 AN EREREZHN YR—
REhdHhESH,

s FT7FIIRREE: YR—REhTVRBEED RENT 7 7/ ME,

s FTIAILRNDY—ERIZATUORE—TYRNSISIVRRAU N BETIRENRNATE RS
WBETE, V94T ERTBDT7AILNOI REKRAU K,

s Y—ERIVZATORNODT#=)LINY VBE:SDK =3I RRANEFERTS
FTFEN, VU=—2arBEChTOVAVESOEE, Chik, F7FINELR A &RE
TregionaliIBIRE NI HIC)—2a IV RRAVNZFEALTVR A ESH ICBERE<SEE
T9,

COT—7ILTR, ROEEEAEIET,

« JO—NILI> RKRA>2 N https://sts.amazonaws.coms

e U=ZaVIVRRAVNTTIT—23a > TAWS V=23 VREShEICESEET,

« us-east-1(J)—>32 ):us-east-1V—TJ3 IV RRANZEALETH, — BT
A—NILUIPIAMNKYERVWEY A N—D ZFEALET,
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SDK

AWS CLI v2

AWS CLI v1

SDK for C++

SDK for Go

V2 (1.x

SDK for Go

1.x (V1)

SDK for Java

2.x

SDK for Java

1.x

FT7F)NER
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=
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H#E config 77 1 ILERE%E
FATRICE, BREZ77AIL
NEDFHEARAKEBNIZTS
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK

SDK for
JavaScript

3.x

SDK for

JavaScript
2.X

SDK for
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SDK for .NET

SDK for .NET

SDK for PHP
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SDK for

SDK for Rust
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK CFI7AIRER FI7AILND H—ERD AEFRZGFEIER
EfE Y—EROZ FATUHROD
ATRZ—  TA=)L\Y
7Y N STS TEE
TV RKRA>
N
SDK for Swift B Z=%&L )—>a>IT VIOIAMD
L YRERAN KB
PowerShell & regional JOo-N)LT JO-—-NILI
VEOY =)L ¥, YRERAN VRERAUKN
PowerShell & regional JO-N)LI JO-—-NILI
V4 DY — ¥, YRRAKN  TVRERAUB
J)A

Amazon S3 O TF—XBEMRE

® Note
BER—DOLATIONOER., £HIFUATO AWSSDKs M) #8RBLTLKFEVWCnSH
A4 ROBER—TICOVT,

LIEFS<NOME. AWS SDKs Amazon Simple Storage Service lc7F—2Z27 Y7 O—RIBEE, &

7=l& Amazon Simple Storage Service # 57— XZHJO—RFTBEEIL, F—XBEHFIVD
ZHR—RNLTVET, UEIE, ChsOFIVvIRFATRAENTVWELE, T, CRC32

X» CRC6ANVME 2 ED CRCR—ADT NIV AXLZFEALT, ChSOFIVYINTTAILKNT

BMCAHEYVELLE, FESDKELERY—INICEF7FIILNOTILIVXLFHYERTH, BoF7ILI
DALZBIRTZEEFET, BEICWUT, 5IEHRETYTO-—RALCEFGICHEENEFIVIOHLE
FEHTEETSDELEETEXRT, 7Y70—R, YILFNAN—-RNT7Y7O0—R, d7>0O0—R, B&E1L
ET—RET—EULEBEICKY., 94T NIOBERETF I Y INBRILENET,

B¥/N\— 320 AWS SDKs 2#AL T, 7Y 7O—RZECAHAEF T ¥ Y (CRC) R—AD
FIv oY LA AWSCL ZHEMICFHTEL. Amazon S3 ICEEL T, Amazon S3 I —/N\—f|T
BRICFTY OHLEFEL, EEEhEEEBEALTRIELTAS, AT VRETOFIVY
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
https://en.wikipedia.org/wiki/Cyclic_redundancy_check
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HYLAZRFT DI OVRNDXRTF—RICKBHICRFELET, ATPIIOREEEIIART—RICFIY
IV LERETRDET, ATDI VMDAV O—RBICAUF IV IOHANEBBNICRE A, &
DO—ROBIEICEFAETNET, ATPIIVRDAXAEZTF—RICREFECATVDRF IV IH LRV
DTCEHEHERTEET,

FIvoHLARL—>32, INMFN=KRT7Y7O—-R, FEEHR—REATVWBRFIVIHA
FILAVZXLDOVANOEMMZDOVWTIE, Amazon S3TO AT T U NOEEMHOTES ., 23 RL
TLEEL,

RILFN—RT7y70O-R:

Amazon S3 Tlk, BAREBERFE—-N—K7Y7O0—REINLFN—-—KRT7Y7TO—RT—EBLETILA
TOoIORNFIVIOYLRFERTZREETEET,

BEON—RTI7740MNZETY 70— RITBHFE, SDKs BEN—BNOF IV IOHLZFELE

¥, Amazon S3 &, ChsOFI v IOHLZFEAL TUploadPart API ZBU TE/N—MOEESH
ERIELET, =512, Amazon S3 & CompleteMultipartUpload APl ZHU'HT EEICT 7 A
LEEOH A XEFIVIOHALAZKRIAELET,

SDK IZNILF/N—KT7 v 7O— R&EXETS Amazon S3 Transfer Manager /& %

BE, FIY UYL, AWSSDKsEY —)LICLDHR—FRICHS SDKEED
F7AIRNTILIVXLEZFEHLTN—RNIODVTRIEENET, BREZ ICRET
%checksum_typeFULL_OBJECTA'., CRC6ANVME ZILJdUXLZFERTREERBIRTD L
T, BEBATDIIONFIVIHALALLAT NIV TEET,

HWN—23> 0 SDK Z2AL TWSHEE AWS CLI :

T7DT5—23a> F SDKELEEY—ILD 2024 F12 AXYEION—>2 3> z2FEALTVWREHEET
£, Amazon S3 EHL WA T T U ML T CRCBANVME FI v UHLAZFEL, FRNOSHE
DEDICATZIIVMAZT—RIRGELET, BT, REETNLECRC 21— —fITFHHEZ
=CRCEHEBL, XY RT—IUREBEAELVWCEABIETEERT, £, HMEAOERFEES L
FIv Y L% PutObjectFhE UploadPart UV TARNIRMTB LT, BEMRBEEFH T
HRTDCEETEET, chlk, ZVN—230TIhIIRRITZIEDOEENBEFETT,

COMBEZRETAICE. UTOLSICEALET,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/checking-object-integrity.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
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request_checksum_calculation - 8 AWS config”7 7 1 JLEXE,
AWS_REQUEST_CHECKSUM_CALCULATION - IRIBFEZ ¥, aws.requestChecksumCalculation -
JVM > A7 A7°'0/NF 1 : Java/Kotlin @ &

F72)IMTR, I— -GV IIANOEBHICVIVIANFIVIOHLADOGEZF TN
vENEY, I—HY—E&F. VIIANODBEO-RELT, FAAEEFIYIOHATIIOVRX
LOVTNAZBIRTEET, ThUADFZERE, SDKEEOF7 AL NTIILIVXLNERE
NET, ESDKFELERFRY=ILNOF7AIRNTILIIVXALICDOWVWTIE, AWS SDKs&EY —)LIZ &
DHR—KRRESBLTLSEEZV,

77 # )L MME: WHEN_SUPPORTED

BRAE:
« WHEN_SUPPORTED —- ¥ I ¥ V% ARAEE. Amazon S3 AN TF—REXERE, APl AXRL —
23V THR—RENTVREHEES, IXTOLARARAO—RTEITETIET,

« WHEN_REQUIRED - F T VY UV H ARREEF., API ARL—2 30 THEBBEICOARTENE
T,
response_checksum_validation - £8 AWS config”7 7 1 L& E,
AWS_RESPONSE_CHECKSUM_VALIDATION - JRIZEZ %, aws.responseChecksumValidation -
JVM 2 A7 A7 0O/NTF 1 : Java/Kotlin @ &

F7AINTRE, I—F—RGVI9IANDEERBICLARAFIVIOHLRBRIELCATNA S
NET, FIVIHLRLARARAO—RICHLTEEEZ N, FIYIHLLARIAAY
A—eBENET, FIVITLORIEICKKMTEDE, RAO—ROFEHAIYEBFICTS—AR
$LFET,

FIVIYLLARAAYE—F, FIYIOHLAOTIIVAXLERLET, Amazon S3 V5
ATRNE, FIYIHLEYR—RNTBTNTOH Amazon S3API AXRL—3 2 OL AR
AFIVIOHLOBRIEZEHRMET, £EL, SDKABEENEFIVIOHATIIV AL ERE
LTVWABWEE, CORIEFERAFYTEIET,

77 # )L MME: WHEN_SUPPORTED

BRI 14E:
« WHEN_SUPPORTED - ¥ I ¥ V4% AREElE. Amazon S3 NDTF—REXZE, APl AXRL —
2AVTHR—RNEIATVWBREE., IXNTOLARYARAMO—RTERITEIET,

« WHEN_REQUIRED - ¥ T ¥ V% LARIEK., APl AXRL—>3 > THR—KNEh, BTHL T
FARL—2320F IV O ALAZHATHNICEMILTVSZBESICOKRITEIAET, X
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_Checksum.html
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([&. Amazon S3 API AU E . ChecksumMode/NTX—ZNFEBEMICHREET N TVBIES
T3, GetObject

AWS SDKs&EY —LIC& B HR— K

LTF®DSDKIE, COREY UTHBETHIMMELRELZYR—MNLET, BOMWBHNAD & NIE,
IAXNTRHREESNTVET, VM ATALAZ7ONT 15&EF. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

(® Note

ROERTIE, "CRTL I Z23BAWS HBS VXA A (CRT) ZA47Z)LTHY, 7O>T
ORNCEMOKEFEERRZENTEIHEN HIHEENHYET,

SDK H F7A)LND HR—KREhTWD EEFELIFFABR
R— FIVIHLT FIyIHATILIY
~ IOV XA N
AWS CLI v2 @ CRC64NVME CRC64NVME, AWS CLIv1 ®BE, T
(W CRC32, CRC32C, 7ZINOT7ILIdVAXALE
SHA1, SHA256 HR—KREhTWa 7))L
1) X Lsl& Python (Boto3) &
BLUICKYET,
SDK for C++ & CRCB64NVME CRCB64NVME,
(W CRC32, CRC32C,

SHA1, SHA256

SDK for Go V2 %3 CRC32 CRC64NVME,
(1.x) L CRC32, CRC32C,

SHA1, SHA256

SDK for Go 1.x (A
(V1) 9
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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SDK

SDK for Java
2.X

SDK for Java
1.x

SDK for
JavaScript 3.x

SDK for
JavaScript 2.x

SDK for Kotlin

SDK for .NET
4.x

SDK for .NET
3.X

SDK for PHP
3.x

SDK for Python

(Boto3)

A
A

(W)

A
A

(W)

(W)

(W)

(W)

(W)

F7FILND
FIVIOYLT
LUK A

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

CRC32

HR—KhEhTWLD AR EFMAER
FIYOHFLTILIV

AL

CRCB4NVME (CRT
D& ). CRC32

, CRC32C, SHAT,
SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C,
SHA1, SHA256

CRC32, CRC32C awscrt CRC32C ZfFfA ¥
(CRT ZH® B ILERBEEN R ET
& ). SHA1, SHA256 T,

CRC64NVME (CRT
M )., CRC32,
CRC32C (CRT M
& ). SHA1, SHA256
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132


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html

AWS SDKs& Y —JL V77LYAAHAR

SDK H F7FILND HR—KREhTWVW? SEERFRLFEMEER
R— FIvoHLT7 FIyvoHLTILIV
N )y /N AL

SDK for Ruby l& CRC32 CRCB64NVME (CRT

3.x W M ). CRC32,

CRC32C (CRT @
# ). SHA1, SHA256

SDK for Rust 3 CRC32 CRC64NVME,
L CRC32, CRC32C,
SHA1, SHA256

SDK for Swift 3 CRC32 CRC64NVME, INXTOFIINIdVXALICH
L CRC32, CRC32C, =7 CRT #&7FB#%&,
SHA1, SHA256

PowerShell V5 %3 CRC32 CRC32, CRC32C,
ADY =) L SHA1, SHA256
PowerShell V4 %3 CRC32 CRC32, CRC32C,
DY =) LW SHA1, SHA256
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(® Note

BRER—TOLATVNOEM, FLEUTO AWS SDKs M) #8BLT<EE V0
1 ROBER—TIEDOVT,

COMBEZRETAICE. UTOLSICEALET,

use_dualstack_endpoint - 8 AWS config”7 7 1 JLEXE, AWS_USE_DUALSTACK_ENDPOINT
- IRIELH, aws.useDualstackEndpoint - JVM > A7 A7 O/\NF 1 : Java/Kotlin @ &

SDKA'FTATINAZY VDIV RKRAV KNIV ITIARNEEEI DN ESHZAVRIEEFT7IC
LEXT. IPVA & IPV6E DB DRZ 74 Y VY R—NIBTFTATIAZY VIV REKRAND
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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M DOV TIE, TAmazon Simple Storage Service 1—%—H 4 Ry ® TAmazon S3 17 )L
ABZYOLTVRKRAVNDOERA 28RBLTILKEEV, FATILARAZRYIOILY RIRA 2 N,
—HO) =232 TR —IBOTG—EATRATEET,

77 # )L ME: false

BR751E:

« true-SDK £EBY—IE, FATPILARYIIV RRAVNEEALTRY RD—0U D
TARNEZABSERAET, Y—EARAWS V=23V ICFATILIARY VIV RERAU B
AEELBEWVESE, UIVITAMIKRBLET,

« false-SDK RzREY =), XY RNT—JUIVIANEITILEOICTFITIARY TR
RAVRNEEALREA

use_fips_endpoint - %5 AWS config” 7 1 JLEXE, AWS_USE_FIPS_ENDPOINT - IRELH,
aws.useFipsEndpoint - JVM 2 A7 A7'O/\NF 1 : Java/Kotlin @

SDK £ &Y =LA FIPS ZEROD T RRA VNV IVITANEBEETEINESHEFVF
FRERFAZICUET, EFFHRNBEE (FIPS) &, F—RETORESLICETIRKEBFOE
FLVTAEHREZREDHLEEDTYT, BFHE., N—hF—., SLCEBBFEOEE|Z2FE
I5%EWE., FIPSHARSAVZETITIHEN HYET, BEAWS IV RRAVNERFER
V. FIPS T RARA NEFIPS140-2 IZERLETLS VI RNIITZA47S5VEFERALE
To CORENEBUT, OH—EARICFIPSIY RRAMHFEELBEVEE AWS U—2 3
., AWSHUHULFXKMITDUEMN DYV ET, T—EABEOLI RRAVNBERY --
endpoint-url®# 7> aik, ZMERE%Z AWS Command Line Interface EE&Z L E T,

TFIPSIY RRAVNEEETZZTOMOGEOFHMBIOVWTRFAWS V-3, TH—E
ABIDFIPS T RAKRA by 2B L T EE V., Amazon Elastic Compute Cloud #—E A
DIV RRANOFMIDOWVWTIE, "TAmazonEC2API V7 7LV AL O "FAFTIAZY D
(IPv4 & IPV6) IV REAU N, #BRLTLEEL,

77 # )L MME: false

BEME:
« true-SDK E£HEWFEY =LA FIPS EMOT RIRANIZUIOIANEEELET,
« false-SDK £V —I N FIPSEMODI RIKAVNIUIIARNEZREELEEA,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
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AWS SDKs& Y —)LIC KRB HR— K~

LLTFDSDKIE, COREY U THBETHIMMELRELZYR—NLET, BOMWBHINAD G NIE,
FARNTCRBEENTVET, VM ZATFLAZ7ONT15%EE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK H EEFLEGHABER
s
N
AWS CLI v2 (&
L
SDK for C++ (&
R
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) & HE config 77 MIEREEFERTSICE, BREZ77 ALY
W\ SOFRKIAKREZEBMICTIMSEN HVYET, Yy a3
BSBRBLTLSEETL,
SDK for Java 2.x &
L
SDK for Java 1.x L
L
A
SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x (&
L
SDK for Kotlin (&
L
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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SDK B EFEFEFEHEER
#
~

SDK for .NET 4.x (&

L)

SDK for .NET 3.x (&

L)
SDK for PHP 3.x (=
L
SDK for Python (Boto3) %3
L
SDK for Ruby 3.x (&
L)
SDK for Rust =
L)
SDK for Swift (=
L)
PowerShell V5 @YY —)L =
L)
PowerShell V4 @Y —)| (=
L)

I RIKRAZ M&RH

(® Note

RER—ZOLATINOERE, IZEELTO AWSSDKs "y ZZBLT<EEVI DT
1 ROBER—TICDOVT,
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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SDKSIT > RARA > "N EFERA L TH—EAI RRA VN (EEETEBDVY—-RIZT VAT
OO URLS) ICT7VEALETH, HMBEICIHLUTURLs ZEEFEAWS 5O OTHMEHEE
NEIF, chickY, D—REFHLVWIVRRA N ZBHNICRETERT, —HOH—ERARIC
FEELYRRAVRNEHNEREA, KDWIZ, RUICIVRRA N ZRBITBRSICUIIAL
TBCET, FURALICRATREEI RRANERBLET, FATREASIY RKRSA 2 NER
BLES, O—REZFOIVRASANZFERAL THOBEICTIVELALET, LEAIEF. Amazon
Timestream M35 S, SDK FFIATEER L RRA > NZEE TS DescribeEndpoints U I A
RzETW, ThsOIY RKRA NEFEHAL T CreateDatabase X CreateTable B EDIFED
BEZETLETD,

COBBEZRETDICE. ATORSICHEALET,

endpoint_discovery_enabled - & AWS config”7 7 1 LERE,
AWS_ENABLE_ENDPOINT_DISCOVERY - IRIEZ %, aws.endpointDiscoveryEnabled - JVM > A
T L7 O/NT 1 : Java/Kotlin D, J— RN TEZEZFRETSICIE, FALTWS SDK ICEEEV
EhETLEEL,

DynamoDB O I RRA > NEREZBMELEEMILET,

Timestream TlE LT RRA > MEHABET, Amazon DynamoDB TR A 73> TY, C
DERERF, Y—EAN TV RRSA NBRHZSBBETIHNES M falselllSU T, F7FI) K
T trueFhkF OVWThAICAKYET, Timestream UJIOTANDT 7 # )L MME true, Amazon
DynamoDB UV T AKRDF 7 # )L hE Td false,

BMEIE:

* true- IV RRAMNRHENFFT> 3> THRIH—EADHE,. SDKIIIV RKRAV NEH
BNICHRELRSETRILEN BT,

« false- TV RARA D MNEHAFT 232 THRI Y —EADIFE. SDKIIFIY RKRAV hZH
BNICKREHLKID ETRHREN B EEA,

AWS SDKs& Y —JLIC& B HR— K

LLT®OSDK Ik, COREY UTHRIATHIBELREETR—NLET, TN EFHAN SN,
IAXNTCRESTNTVET, VM ATALAZ7ONT 15%EFE. AWS SDK for Java & AWS SDK for
Kotlin TO &Y R—KREhET,
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AWS SDKs& Y —JL

D7F7LYAAAR

SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 4.x

SDK for .NET 3.x

.'j.
i
k

%3
W

%3
W

(&
R

(&
L

o A

<

(&

L)

L)

L)

ERF LB

HE config 77MIIBEZFERATAICE. BEZ7A4ILD
SNFHIIAKLZEMCTISLEN HYET, v a3,
ZZRLTLSEEL,

SDK for Java 2.x &, IRIBZELZAWS_ENDPOINT_DISCO
VERY_ENABLED I ZEAL %X,

JVM AT L7ONT 1B HR—FEhTLWEE A,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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SDK B EEFREEFFEFAEER
#
N
SDK for PHP 3.x (&
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
R
SDK for Rust 8  Timestream TO & HR—KREThFET,
ﬁJ\
5]
SDK for Swift A
L
A
PowerShell V5 @YY —)I (&
L
PowerShell V4 @Y —)I (&
L
—RREXE
(® Note

BRER—DDOLATIONOERE, FEWFEUTO AWSSDKs M) #25BLTLKEEVWC DS
41 ROBER—TICDOVT,

SDK (& SDK &M B EEZRET D —REED—HEHR—KMLET,

COMEEREITDICE. ATORSIZEALET,
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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api_versions - #8 AWS config”7 7 1 JLERE

—EBD AWS H—EATE, THNEBRMZYR—NITILHICERO APIN—23 DA lREh
TVWET, 72 BT, SDK & AWSCLI ARL—2 3V BE&FHO APINN—2 3> ZFEH
LET. VIOTAMIHEDAPIN-2322FATAEZERTDICE. 70771

=71 ]

api_versions REZEH T LEE L,
T7A)NE: BL, (SDK TRREHD APIN—23aUAEREhET, )

BUBE: ChERARENERET, TORICI DUEDA DT RENETHIRE, TIE
nA" 120 AWS H—EREFERATD APIN—23 2 ZBAILET., FARRER APIN—23 Y
IC2VWTE, AWSH—EADRFIXY M ZZRLTSEZL,

COBITIE, config 77AILAHAD 2 DO AWS H—ERAICKHED APIN—2 3 ZBELE
T, cNSOAPIN—23a2iF, COBREZEC7TAO77AILTEITIBDANRIZOKERAE
NET, TOMOT—EAOIAN RIE, TOH—EAD API OBEF/N—2 32 ZFEALET,

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle - #£H AWS config”7 7 1 JLE&E, AWS_CA_BUNDLE - IR3EZ ¥

SSL/TLS ##i 2 U TD L EICEAITDHAZLMAZT/NY RIL HERF .pem DT 7 A)L) \ND
NAZEELERT,

F7xI)NME: BL

BWEE: TINARELEEIR—RAT7AINBZERBELET, R—AT7MIEIHD5 A
TALE PATHEREZRTHEESNWET7 AINEF—ATTOTSLERELELSELET,

config 77 A IICCDEZRET BB ZUTICRLET,

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

ARL—TFTA VI AT LANNAZREBITDHERNANXFOTIRT—THENRED =
&. Windows @ config 77 A I T DEERETZHZERICRLET,

[default]
ca_bundle = C:\\Users\\username\\.aws\\aws-custom-bundle.pem
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Linux'macOS W AN RTA VIZKRDREEZHOREDH ZLUTIZRLET,

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mard5.pem
Windows DN RS VICKBDREBEEHOEREDOH ZUATICRLET,
setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar05.pem

output - £H AWS config7 7 1 JLERE
BERTFOMD AWS SDKSs AWS CLI B RVOY =)L TOR/ERD T A —X Y NEFEZRBELE T,
77 # )L NME: json

BMsE:
« json- AW JSON XFFHELTTA—XY RENET,
« yaml - A YAML XFHELTT7#—X Y hEIET,

« https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-
output- HAOGARNU—LZh, YAMLXFIELTTA—IY RENET, ANU—Z2T
kY, REBTF—REATDOLBEZSELTEET,

- text-HARK., BRITOXTROPYOXFIBELTTIF—IY RENET, Ch
l&. grep. sed, FlFk ank BEDTFAN OV HICHIZETOICKRIEET,

- table-HAl, T—7LELTT7A—IXYREN, XFO "+-1 2FALTEIOERER
BLET, BE. FREMOERXIVERAZPTV TOAYXRTV,, EXTRRENITTH.
7O LELTREIAIEER A,

parameter_validation - 8H AWS config7 7 1 JLE&E

AWS H—ERAIY RRAV NIEFETRHEIC, SDKELEFY —IFIN RTAINTX—&
DIRAZHAITI BN ESH ZEELET,

77 # )L ME: true

BRAE:

 true-F7 F) o SDKELEREY—=IIE, AR RTAVNTA—=RDIOTA4 T MlgiLE
ETLET, Chlcky), SDKEERFY—ILNRENFX—Z—NEHTHD L &2HEL., T
S—ZRETEET, SDKELEFY—IIE. AWSH—ERAIRKRSANCZVIOIANZZE
E9%8HIIC, BITHEWIIOTIARNZIERETEET,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output
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« false-SDK &1=@YV—IlE., AWSH—ERXIY RRAV NIEFITRHICAN RZ A

UINTA—BEZBRIALEEA, AWSH—ERAIY RKRAUNE, IXTOUITANERKREL

L, BMBVIVIARNZEBRIZEEN BV ET,

AWS SDKs& Y —JLICK B HR— K

LLT®DSDKIE, COREY U THIPTHIMELRELZYR—NLET, BN EFGAN BN,
FARNTCRBEENTVET, VM ATFTALAZ7ONT 15REME. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK H EEELFFAER
+
N
AWS CLI v2 8 api_versions WEFHR—KRENTLWEEA,
ﬁj\
i)
SDK for C++ (&
W

SDK for Go V2 (1.x) api_versions #® & parameter_validation &EH

=B
2 R—hELTLEEA,
By

SDK for Go 1.x (V1) E8 api_versions # & U parameter_validation (&H

7 R—BREhTLVWEEBA., HBE config 77 M) BREZFEAT

B 2. BET7AILDSORHRAAEENCTISLEND
WEF, "var, 22RBLTLKEZL,

SDK for Java 2.x L
L
A
SDK for Java 1.x L
L
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK B EEF L EFEER
N

SDK for JavaScript 3.x (&
R

SDK for JavaScript 2.x (&
L

SDK for Kotlin W
L

—

A

SDK for .NET 4.x Ly
L

—

A

SDK for .NET 3.x Ly
L

—

A

SDK for PHP 3.x %3
L

SDK for Python (Boto3) (&
L

SDK for Ruby 3.x (&
R

SDK for Rust (A
L

—

A

SDK for Swift (A
L

—

A
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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SDK # EEFRFFAER
e
N

PowerShell V5 ©*Y —)L L

PowerShell V4 @Y —)L W

RART LAY O0RA>210>3>

@ Note

BRER—ZOLATINOEME, EFUTO AWSSDKs M) 28BLTKEEVZNT
1 ROBER—DICDOVT,

RARNTLT7AVYORA2T 0232 E, AWS SDKSHRFED APl ARL—2 32O —ERL
YRRAVKRODRANBICTL 74V VRAZEBNICNAMIZEETT, COTLT1YTAR, #
MXFHNTE, VITARMNIXA—BOT—RZ8CHNETEATVEEA,

5l 2 (&, Amazon Simple Storage Service ZfH L T Amazon S3 A7 IO NELRENT Y MK
LTTFT V232 2RTT%5E. SDKIIEENBEAPIIY RRAVNTNTY hEE AWS THD
hIDZEBEBRAET,

COBERFBED AWS H—EAIY RRAVNIHETTA, VPCIY RRAMNPO—AILT
ANY—=IBEDHABRLLIY RRAV N 2ERATRDEEHENI RETD ARSI BN ET, DD
BBERE. RARTLIZAVIRA VDIV IV EENITIBEN BB EEFHNET,

COMBREZRETAICE. UTOLSICEALET,
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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disable_host_prefix_injection - #£5& AWS config”7 7 1 JLEXE,
AWS_DISABLE_HOST_PREFIX_INJECTION - IR¥EZ %, aws.disableHostPrefixInjection -
JVM > A7 A7°'0/NF 1 : Java/Kotlin @ &

CORRER., SDKELZREY =N SDKDITZATURNATI TV NEEERTERE AT
BRARNTLTZ AV IRENMUTIY RRAVNRANBZEETRIANESHZHBLET,

F7 # )L MME: false

BRAE:
s true - RARNTLTAVIORADT 023> aEMILET, SDKIFI RRA MDKR
ANBEZZELEEA,

« false — 7 RARNTLT7AYVIORA2T O3> aBMLET, SDKIE., AN L
TAYVIADBICIY RRAVRNKRARNBEZNAMUET,

config 77 A IILICCDEZRETSDHZUATICRLET,

[default]
disable_host_prefix_injection = true

Linux/macOS NN RTA VICLKDREZHOBREDHZUTIZRLET,
export AWS_DISABLE_HOST_PREFIX_INJECTION=true

Windows OOAN>Y RZA VICKRDREZBOREDHZUATICRLET,
setx AWS_DISABLE_HOST_PREFIX_INJECTION true

RARNTL7 AV ORA22T 023> 0b

ROPIORE, RARTLTAVIRA DTV IAVNBMHERLEEMCE > TVSIESEIC SDKs

FEREIVRRANEEETDHEZERLTVET,

« RARNRTLT7AYIRSDKDIZATFT U RNAT DTV RNEERI-RAOERICREE NERA
RZL74voR7ONT1XFHOTF>TL—K,

c ANSDKDIVZATURATDSIVRNEEGFRI-—RAOERICEREENEBINOALS,

c DSATURIVRRAVN DZATURDSRELVLEIY RIRA K,
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- REME: AIOREDEZFHBRLEL I,

s WROIVRERAVNSDKIZAT Y RA API D=L ZT5 1O ICHEATIHEROIY RARA

> bo

RARNTL
74V IR

"data."”

"{Bucket}-
{Accountld}."

"data."

AR

{

Bucket: "amzn-
s3-demo-buck
et1", Accountld
:"123456789012"

{

94T NI
Y RRA2 K

Chttps:// false
service.u
s-west-2.
amazonaws
.com

Chttps:// false
service.u
s-west-2.
amazonaws
.com

Chttps:// true
override.
us-west-2
.amazonaw
s.com. (as
an override
endpoint)

AWS SDKs&Y —LIC& B HR— K

BLFRDSDK &k, cOREYIT

AT DIHBEL

o
il
Tm

BROI> KRR
12k

Chttps://
data.service.us-
west-2.amaz
onaws.com

Mhttps://amzn-
s3-demo-bucke
t1-123456
789012.se
rvice.us-
west-2.am
azonaws.com |

Chttps://
override.
us-west-2
.amazonaw
s.com

REZYR—BLET, BoNFANBNE,

FRTRBEETNTVET, VM AT ALTONT 1 ]ER. AWS SDK for Java & AWS SDK for
Kotin TO&HR—h&Eh&E T,

RANTL 74V DR 2T 023y
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SDK H EEFERLFFASESR
+
N
AWS CLI v2 (&
L
SDK for C++ W BRERFHR—RETVEEBAN, ZFRALTISA4T
W RO —RTERETE £JenableHostPrefixIn
A jection .
SDK for Go V2 (1.X) VW SRAYIFEEALCEMICTEET,
W
A
SDK for Go 1.x (V1) "
L
z
SDK for Java 2.x W RBRERFHR—RENATVEBAN, ZHEALTISA4T

W MOO—RTERETE E£ISdkAdvancedClientO
A ption.DISABLE_HOST_PREFIX_INJECTION &

SDK for Java 1.x W RBRERFHR—REATVEBAN, ZEALTITAT
W RMOO—RTERETCEFITwithDisableHostPre
A fixInjection o,

SDK for JavaScript 3.x W RERYR—REhTVELAY, ZFERALTISATH
W OO—RTHRETE X IdisableHostPrefix o

SDK for JavaScript 2.x W RERHYR—BRERTVERGAN., ZERALTIZSATUH
W OO—RTERETEEThostPrefixEnabled

SDK for Kotlin W
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-core/html/struct_aws_1_1_client_1_1_client_configuration.html
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/configure-endpoints.html
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html#DISABLE_HOST_PREFIX_INJECTION
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/s3-control/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
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SDK

SDK for .NET 4.x

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift

PowerShell V5 DY —)L

.'j.
i
b

A
A

A

ERF LB

BREFHR—RENTVERBADY, Z2EALTITA47
YRMOO—RTERETE ETIDisableHostPrefixlI
njection ,

BRERFHR—RENTVEREBAN., ZERALTIZA47
MO —RTERETE XTI DisableHostPrefixI

njection o

BRERFTR—BPENTVERAN., ZERALTIZAT
MO —RTERETE EIdisable_host_prefi
x_injection o

ZERALT, 947> MO —RTEETEET,
inject_host_prefix

BRERFTR—BPENTVERAN., ZERALTIZAT
ROO—RTHRETE EIdisable_host_prefi
x_injection o

BRERFHR—RENTVELBAN, NTX—% 2FEH
LTHEENDINRLY NMIEODRENTEXRT -
ClientConfig @{DisableHostPrefixInjection
= $truel,

RARNTLT7AVvOR(2T 023y
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v4/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-core/lib/aws-sdk-core/plugins/endpoint_pattern.rb#L8
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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SDK H EEFELEFAER
+
N
PowerShell V4 %Y —)L W RBRERFHR—RENTVEBAN, NTX—X 2EH

W LTEEOINRLYNCEDDENTEXT -
A ClientConfig @{DisableHostPrefixInjection
= $truel,

IMDS V247>~

® Note

BRER—TZDODLATIONOERE, TEEFUTO AWSSDKs M) #2BLTLKEEVWC DS
A4 ROBER—ZIZOVT,

SDKF., v a ERVIIARNZERALTA VAR AXZF—RG—EAO/N—232 2

(IMDSV2) 95 A 7> hERELET, IMDSV2 OEMAIC DWW Tk, TAmazon EC2 IMDSV22 O
A, Z2Z2BLTLKEEV, AmazonEC2 IMDS V754 7> h&, SDK A—RXR—RAICHDIVTFAT
VRRBREATSIVONEFERALTRETEET,

COHREZRETAICE. UTOLSICEALET,

retries - V54 TV RNEEFTZ TV RMXYN—
O TARNNFREU 258 OBMERTO B,
774 NE: 3

BRBME : 0 &V KEVERE,
port - VSA T U REREAT I IR N—

IVRARANDR—RN,
F7#)LNME: 80

BMME . HiE,
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https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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token_ttl- 95 A T REBREATZSTUORNXN—

I\_7>0) TTL,
77 # )L NME - 21,600 B (6 B, V) HTShi-mARKRE).

BsE . BE,
endpoint - VSA 7 RREATSIIRMX Y N—

IMDS > RAKRA > K,

F7 #J)LNME : endpoint_mode A" IPV4 ICHELWBE, F7FILBRMI RRANE
http://169.254.169.254 T9, endpoint_mode A" IPv6 ICZL VWBE, F74)ILMDTI
> RARA> NE http://[fd00:ec2::254] T,

BMEME : BR%E URI

RK¥ED SDK TRUTOARL =23 UAYPR—REATVET, FHICOV TR, HED SDK
O—RR—RAZZRLTEE,

endpoint_mode - VA 7V REREAFT DT U MXYN—
IMDS DT> RRA > M E—K,
77 # )L NME: IPva

BB IPv4, IPV6|
http_open_timeout - VA7 RBEA TSI VORNAN— (BHIRELRDBEN BV ET)

BHENMRAOZEF OV
T # ) |\1|E 1 *9\0

BWRME: 0 &V)KEVHE,
http_read_timeout - VA 7 RBREATZ IV RNAUN— (BHIKEBDIHZENHVET)

1 22DTF—RFF Y IONFRAASNDETOMNE,

5_771')11 |\1|E 1 *9\0
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BMZE: 0 &V KREVEIE,
http_debug_output - VA 7 RBREFAT IV MX Y N— (BRI EREDBENFHYET)

TFNYTROENARN) —LZRELET,
T7FINME: &L,

EMEE : STDOUT OKSBEBRZ 1/I0 AN —LA,
backoff - VAT U RREAT IV N— (BRI EBDHEENHYET)

VRSABEREEBSERNIBELENY VA TVBEREFTHIRTOBICAU T332, C

nE, F7ALNOIOARZRIIYIINY VA TEREFERTIRISBEEBRAET,
T7FINME: H—ERAICK>TERZVEXT,

BHUBME: SDKICK>TEBYWET.,. BIETE, DAZLBROFTHLTELNTVEE A,

AWS SDKs& Y —JLIC KB HR— K

LLTF®DSDKIE, COREY U THBETHIMMELRELZYR—MNLET, BOMWBHAD & NIE,
IAXNTREETNTVET, VM AT ALAZONT 15&EF. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK B AEERFLEFHABR
#
K
AWS CLI v2 &
L)
SDK for C++ L
L
z
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) (&
L)

IMDS 72477~ bk
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/

AWS SDKs& W — L U77LYABAR

SDK B FEFRLEFMAER
7
K
SDK for Java 2.x &
L
SDK for Java 1.x (&
L
SDK for JavaScript 3.x (&
W
SDK for JavaScript 2.x (&
R
SDK for Kotlin L
L
4
SDK for .NET 4.x &
L
SDK for .NET 3.x (&
L
SDK for PHP 3.x (&
R
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
L
SDK for Rust (&
L
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK B EEFREEFFEFAEER

o
N

SDK for Swift (&
L)

PowerShell V5 ©YY —)L (&
L)

PowerShell V4 ©YY —)L &
L

BEITEME
(® Note

RER—TDOLATINOERE, £EIFELLTO AWSSDKs ") #28BLTLKETVCDS
41 ROBER—TICDOVT,

BEITEBEICIE. SDKAAWS O —EAADUITANCLKZEENSOEREEZRADHNICET
DRENEENET,
COMEEZRETDICE. UTOLSICEALET,

retry_mode - 8 AWS config” 7 1 JLE&E, AWS_RETRY_MODE - I:RIEZH, aws.retryMode -
JVM 2 A7 A7'0/NF 1 : Java/Kotlin @

SDK RLERRREY —ILFBRTZEADFEEZEELET.

F7 AL NME: COfER SDK CEATY. BED SDK A4 RELE SDK OO— RR—ATF
7)) M0O ZHERL T EE Vretry_mode,

B 1E:

« standard - (%) AWS SDKs £ THRBE D BHTIL—ILOEY v COE—RIZE,
BRATENDIT7—0EELY MEFNTHY, BETEXRZESNWICHAEL TTAMKE
ZEMZRRLLET, COE—RE, YAFTFRNTTVT—23 0 TEREICERATESR
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https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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9, max_attempts AMPARMWICEREESNTVEVREY, COE—RTOF7FI)I NOEKRET
Bk 3ETT,

« adaptive -BET—ROMERXISA T NMIOL—MOBEHFRZED. BHEI1I—A
T—AOKBELEBRITE— R, COBRITE—RE, 77V5—23> 57+ NEe0#T
BESITFELBVRY, YIWFTFFRTTUT—2a2 I CkB88dLELA, FFMAICOV
Tl "standard BEITE— R& adaptive BERAITE—ROER, ZZRLTLKEEV, D
ET—REEBROTHY), HROICEBENZTHDAEEMEN BV ET,

« legacy - (HBENELA)SDKICEETYT IFED SDK A RELIE SDK OO— RR—XA
ZHRELTLEZV),
max_attempts - £ AWS config” 7 1 JLERE, AWS_MAX_ATTEMPTS - IRIEZLH,
aws.maxAttempts - JVM 2 A7 A7 O/\VTF 1 : Java/Kotlin @ &

1EIOUIIANTISBAATERZEELE T,
T7A)NE: COEFEEENATVWEVES, 74N retry_mode DFREDMEIZK 2

TEBYET,

« retry_mode & legacy OIS -SDKEEDOTF7 # )L MEZFEAL X T (max_attempts 7
7HILBNCOVWTR, BED SDK HA4 RELEE SDK D I— RR—AZEREL T EEV ),

« retry_mode &' standard ®FE -3 ERTLET,
« retry_mode # adaptive WFE -3 BERETLET,

BMEE: 0 &V KREVERYE,

standard B {TE— R & adaptive BEITE— RMIER

OFERAN ICELTVWAS CENBRETHVRY, standardBREITE—RZFEATEI L E2HEHL
F Jadaptive,

(@ Note
adaptive E— Rk, NV IOIVRY—EANVIITIANZAOY N TFTBRATI—TIC
BEIJVWTIOZAT7RE2T—IILTVRCEAZFRELTVET, ChEfTbhbi\e, @A
DODVY—=ACBILIZAT7 RN EFERALTVWSEES, 1 DOVY—AOAOY KUV TIC&K
V), BERGBVY—ADQOUIIARNYEBEITZABEMENF HVET,
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A%

T7VTr—23>01—AT—A: X,

H—FY RTL—UZHR—NL T, FLEFIC
SDK BT I 2D ZEMHEXRT,

BERERICODVE—ENLEIVIARRD ¥
WINY OFT7#ERALET,

ROV IIANDHATZESER LA
<. BATOXZITVET,

FETT47
T70r—23a>01—AT—RA:

1. LATOS—OREBEZITREA,

2. 94T RNE 1200V —RIZOKRT Y
tATEIN, FTOEATRIH—ERAUY—-RA
Ik 2TOZATRNZ@ERIICT—ILT50
DY UERHELET,

H—FY RTL—DZHYR—NL T, FLEFIC
SDK A'BHAITI DD ZEMHEXRT,

BONY OFT7HBEERALT, LAT22—
AMIEMT DA E|MAIC, RBLEVD
TANOBEHZNMRICHNADLSHAKAET,

BHOUIVIARNRTZAOY NIV TREE
BELETEEXT,

adaptive E—RZFEATZHEE. 77UT5—>3a>R@GAAY NI TJEhBA8EHEOH2 )

V—RAZHBIRAAENLEIZAT U RN EBETIVENBYET, ZDBE.
NICOWTERBZ K BN <KBEENET AWS O —ER, &,

VY—=AR, TIhT
DOTANZRETDLHIC

FERTRIEMDT A X3V EFDAWS O —ER CENFTEET, Amazon DynamoDB #—
EAZFELTHEALEL &S5, DynamoDB &, AWS V=232 T U9 EAEhdT—7I)&F
AULTUOIARNERELET, 2FY, A—RIFT7ILALTVSE 12077, ttO7—
TLERWERAOY N TENDAEMNI HYET, I—RARLIZA T RNEFERLTINT
DT—TIVZTOEAL, ThsOT—TILOVTNAANOUITARNNAOY N TEnE
B, TETT17BRTE-—RTR., IXTOT—TILOVIIANL—KFETLET, O—R

l&. Region-and-tableD2 DIV ZA T RNZEHFEDILSI

AT TRLENHV) KT, adaptive E—RD

ERAKCFHLEVWLA T —FRELESERE. EALTVWAY—EADRED AWS RF 1 X

YhAAREZSZRLTLSEE W,

BRTEME
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BRTE— ROREROFM

AWS SDKsb—O 2 N7 Y hZERAL T, DIVITARNZBRITIBZHLEDS D, KV (adaptived
AITE—ROBE) VIITANZEFEIZPIREZRELET, SDK TR, BRAITMN—I2NTY L
VDOTANL—RR=OVNTYRD2DOON—=02NTY NFEREHhET,

s BEITM—OUNTY NG, SDKAFBLERICTYTARNI—LY—EREFT VAN —LY—
EAZRBEITDLOICBRTZ—RKNCENIIILEN BRIHLESHZHETAL-HICERAET
T F—O2VRBFRITIDRICNT Y MASEEBEN, VDIOTAREITRENTY MBS
NEY, BRETHICNTY M'Z2ZOHR, SDKIRVITARZBRAITLEE A

c VDOTARL—=RR=O0UNTY RE, VIITARNDEBL— M ZRET S-S (CadaptiveBA
TE—RTOXMERAENET., F—UVRBVIIANEBENBIAEICNTY MASEBE N,
B—ERACL2>TRENDAOY NUVITLARVAICESVWTHHICREENIZL—RNTNTY
MMIBRENET,

AT, standard & adaptive BETE— ROEAEOREABZELID—RTT,

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)

BUO—RTHEATNDAVAR—ZX2 MOFHREROELY T,

GetSendToken:

BRTEE 156


https://en.wikipedia.org/wiki/Token_bucket
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CDATY TldadaptiveBRAITE—RTOHFERHENET, CORATY T TR, UIITANL—bK
R=OUNTY RDPESRN—D0ZBEBLET, N—UUNFFERATERVES, N—U 2 FRIBTEEIC
BAETHHLET, SDKICIK, FHIZRDYICUIIANERBESEZEOOREF S>>

FHEBIEENBYVET. NTYNAORN—=DE, 94T MZELEAOY NV TLAKRY
ADBICETVTEHWICREE DL —NTHTENAET,

SendHTTPRequest:

COARATYT TR, DOIARNZ ICEELET AWS, AWS SDKsld, #EHiE7—IILEZFERALT
HTTP VO IARZFTS EEICBBREOERZBANATD HTTP S/ 7SV ZFEALET, — KK

i, AOY NUITIS—HNERERATUIIAMEKRBLU LSS, EREBIAENETHS. —BHNAL
IZ—HNRETUVIIANNKBMLUEEEREBIAEhELEA,

RequestBookkeeping:

DOTARNTEHTRDE, =0 =02 NTY NIEMENET, adaptive BHITE—R
DHJEDH, VITARL—RNN=O0UNTYROT71)IL—NE, BELELARYAODRATIC
EJVWTEHEhET,

Retryable:
COARTYT TR, ATCEITVWTIRHEZBRATTERHNESHEZHMLE T,

« HTTP A7 —X2AO—R,

« H—EAASRENLEIZ—O—R,

s BRIIZ—&E, SDKAZRBLEIZ—OFT, Y—ERAA SO HTTP BEANZEEThBZEVTAX
_Co)I?_Ej:Ebijo

—RHNABIZ— (HTTP AT—%A0— K 400, 408, 500, 502, 503, 504 ) &£AO0Y NUVTT
Z— (HTTP AT —2A0— R 400, 403, 429, 502, 503, 509 ) F I NTHHATET D AaEHL
H'VET, SDK OBRTEERG, IZ—A—RFLBFY—EALSOZOMOT—REHAEDE
TREENET,

MAX_ATTEMPTS:

F7 2N NORAFRTERE. retry_modeREICL > TLEEEEZhBVBRY, max_attemptsi’
EILL2>TREECNET,

HasRetryQuota
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COARTYT TR, BRATIN—OVNTYRDPSN—D2ZRBLET, BATA—INTY RY
Z0HE. VIIANIBRITENEEA,

ExponentialBackoff

BAEATURESZIZ—05HE. BRATEEREFEIIARRD I YIINY OAT72FEALTAHEEZ L
FT. SDKRIZYER—FREDYWRTZEIVARR Y INY OFTZERALET, ROTI

JVALR, iVITAMCHRHTZLEDOKRLERE (WEMN ) FEDRSICERENTVWEIAZRL
TVET,

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

AROTILIVAALTE., ATOENBERENET,

b

random number within the range of: @ <= b <=1
r =2

F& A ED SDK Tld MAX_BACKOFF = 20 seconds T9, RN =®., BHED SDK HA REL
FY—AO—RESBLTLSEEL,

AWS SDKs& Y —JLICK B HR— K
LTOSDKIE., COREY UTHBTIMELREEZYR—NLET, BONBHAN BN,

FARNTCRBEESNTVET, VM ATFTALAZ7ONT 15REWK. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK B FEFRLEFMAER
#
K
AWS CLI v2 &
L)
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
L
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK Y EEFFEFAER
#
N
SDK for Go 1.x (V1) L
L
A
SDK for Java 2.x (&
L
SDK for Java 1.x & JYM > RAFALA7'O/NT 4: com.amazonaws.sdk.

W\ maxAttempts KDV IC ZEHLaws.maxAttempts .
com.amazonaws.sdk.retryMode DRHY)IC &ZFERAL
£ Jaws.retryMode

SDK for JavaScript 3.x (&
L
SDK for JavaScript 2.x W BABRTARK, DVE—EMHSITIARRIIYILNY D

W F7, BERAINYIATDAAZLXY Y ROFTS a2 %
A YR-—BLET,

SDK for Kotlin (&
L)
SDK for .NET 4.x &
L)
SDK for .NET 3.x &
L)
SDK for PHP 3.x &
L)
SDK for Python (Boto3) %3
L
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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AWS SDKs& Y — LIk, EENERAO—ROZFEAWS OY—ER ZHR—-—rTD ICVUIIRA
hNEAETHEEIL, RAO-RZABHNICEMTER T, Y—EALERFIZEICIZTA T b
TRAO—RZEMETRE, Y—ERALT—RZEFBIDLOICHLER) VTANOKRKETHIES
WY, RAO—RYAAIRMTBIH—EADFIREZEHRHE L TEARITDZVITANE RS AJREMEN D
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TERENTVERTH, BRVICFILRENDAEEI BV ET,
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9, CloudWatch I&, 07, XKVIA, AIXRVNOERTEZRVIBLTERTF—XENET
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
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BEZRZIVITBSROCATH—-NEUFAH—EATT, Efse P R—KNTBH—ERAARL—3
~O—fHlE LT, CloudWatch @ PutMetricDataAPl XYV v REZZE([FBZENTEEXT,

COMEEZRETDICE. UTOLSICEALET,

disable_request_compression - 3tH AWS config”7 7 1 JLERRE,
AWS_DISABLE_REQUEST_COMPRESSION - IR¥ZEZ %, aws.disableRequestCompression - JVM
S AF L7 ONT 1 : Java/Kotlin @

FUERRGATIZLT, SDK E@Y —LFUSITANERETBHICRA(O— REEHT DA
ESHERELET.

77 # )L MME: false

B {E:
c true-UOTANEHREFTIZLET,
- false-AIREBRBERFEVIIANERmEZERALE T,

request_min_compression_size_bytes - & AWS config7 7
4 )LE&E, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - :RIEZH,
aws.requestMinCompressionSizeBytes - JVM > A7 A7 O/\V7F 1 : Java/Kotlin @

SDK FERY —INEBIIBENfNHBDVITARNEIOERNMN A X (XM N ZBRELET,
NEBRAO—RBEEHETDERKBDAEUN HD D, EHREERTIDCENEERTHS
TRAEELET., CcOEREENTHY . COEULEOUITIAN A XEEHBEILET,

77 # )L NE: 10,240 /N1 b

B {E: 0~10,485,760 /N1 N DEHE,

AWS SDKs&Y —LICK B HR—K
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FTARTCEBENATVET, VM ZARAFALATONT 158EF. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhFET,



https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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REBEEABREBECIEBZDIVRRSANEFEATEERT, I RKRA>2 M URL EfERIO AWS O
H—EACEETERT,

COMEEZRETDICE. UTOLSICEALET,

endpoint_url - 8 AWS config” 7 1 JLEXE, AWS_ENDPOINT_URL - IRIFEZH,
aws.endpointUrl - JVM 2 A7 A7'0/\NF 4 : Java/Kotlin @ &

ZO77A)ATEEEETSH., REZHELTEEL LSS, COREBERINTOY—ER
VOTAMCERAEThRZIVRRAVNEEELERT, CcOIVRARSBNE, REETNTVD
B—EABBDOIY RRAVKNIL>TLEEEETNET,

HET 740 servicest3 3> AWS configi T NRELEFEAL T, BEODH—ER
NDHAHAZLIV RRAVNERETDEETEET, services ANHY TV 3> TER
FTRIXNTOY—ERBEFF—OVANIDOVTE, "H—ERABREOIY RKA 2 N DHEH
Fi Z2ZRLTLSEEL,

77 # )L ME: none

B#BE: TVRKRAVRMNDAF—LAERARNEED URL, URL I&, HEICISUT1 2B LED

NAEITX D RNEEONADVR—FRNEEHDRENTEET,
AWS_ENDPOINT_URL_<SERVICE> IRIEZH, aws.endpointUrl<ServiceName> - JVM = AT A
Z°'0/NT 4 : Java/Kotlin @ &

AWS_ENDPOINT_URL_<SERVICE>Ik AWS MY —E R 5| F<SERVICE>TH '), FEDH —
EADAHARLALIY RRAKNERELET, H—ERABEORBEZHOUANCIDOVWTIRE,
M —EABEEOIY RIRA 2 NDOEAF1 Z2SBLTLSEETL,

CHDHY—EABENI> RARA > MNE, AWS_ENDPOINT _URL ICEREEThTWaA 5 O—-/NILI>
RIRAVBRNKEBEENET,

77 # )L ME: none

BMBE: TVRRAVMNDAF—LERARNZED URL, URL I&, HEICISUT1 2B LD
NAEITAVRNEECNADAVR—FX 2 NEZEDBDENTEERT,
ignore_configured_endpoint_urls - £5& AWS config7 7
4 JLEXE, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - IREZH,
aws.ignoreConfiguredEndpointUrls - JVM & AT A7 O/NT 4 : Java/Kotlin @ &

DHRERE., INTONAZRLLIY RRAV NRELZERIBDLEHICEAETNET,

H—ERABEEOIY RIRA N 164



AWS SDKs& Y —JL V77LYAAHAR

Od—RFERY—ERIVSAT7NEBRICREENTVSIHRWEIY RARA MNE, COERE
CEBRELSFEAEND CEICEBRELTLKESY, X, AWSCLI OY > RIZ--endpoint-
urlON > RSAUNTA—RBEEDEY), IVRKRAVNURLEIVZFAT NIV ARNS IR
ICELEYTRE, BEAMIBYET,

77 # )L MME: false

N

B iE:

« true —SDK £V —IIEF, IV RKRANURLZRETSDEHD configRBT7 7ML
RIREBZBD SHAZLAREAT A aFmrBBdE@FHY)EEA,

« false —SDK &7zlFY—ILIE, config HBET7 7 AN FLRREZHHS S I —HREL
EIVRRANZIXNTHEALET,

REZHEEALLEIY RRSA2 NORE

FTRXTOH—EAOVITARNENDARLI RIRAVNURL ICIL—TFT 12 T0FBICEF.
AWS_ENDPOINT_URL JO—NIBREZHZHRELET.

export AWS_ENDPOINT_URL=http://localhost:4567

BEODDIVIVIANENDAZRLIY RARAV M URLAWS O —ER IZ)L—F 1>
9321k, AWS_ENDPOINT_URL_<SERVICE>REBEZHZFEHALET, O Amazon
DynamoDB & serviceIdT¥DynamoDB, < DH—EANDI > RRA > ~ URL REZHK
(& AWS_ENDPOINT_URL_DYNAMODB T3, NIV RERA U N, COH—ERADLEDHIC
AWS_ENDPOINT_URL ICEREE N TWVWBIO—NILIV RRA MKW EBEENET,

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

AloFlE LT, (Clk serviceId® AWS Elastic Beanstalk A& V) £ dElastic Beanstalke

AWS OH—E R BRIFIE, IXTOAR—RAZTVA—AATICBERZ, INTONFZAXF
ICserviceIldd2Z&T, APIEFILD ICETVWTVET, COY—ERIZIY RRAV NERE
ITHEHD, WNIETIREZEIE AWS_ENDPOINT_URL_ELASTIC_BEANSTALK T9, Y—EAEH
NDIRBEHOVANIDOVWTE, "H—EZABEOIT RKRA NOEATF1 #SBLTLIEEL,

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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config *E 7 7MI)NEFEALTI RRA N ERELET

config BE7 74Tk, endpoint_url AEXETETBRBATET R ETRMEICEAEINET,

« profile AT endpoint_url ZE#EEETD L. TOIY RKRA M IO-NILI RRA
NIZBYET,

« services BV 3RO —ERAID F¥—DTIC endpoint_url ZRXRARTDE, TOIR
RAVNEZOH—ERIRLUTITONEV I IANCIOKBEBAETNET, B config 77 4«
JJAD services V3 VOERIODVTHLLE., "TBEEZ77A4LNOER) 22RBLTLKE
=V,

ROBITIE, services EHZEFEAL T Amazon S3 ICFERAET B EERBZIHY—ERABAEOI VR
RAVBNURLE, HOITXNTOH—ERICFERENDEERBRDIHAAZRLTO-NILIY RIRA
NERELET,

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

1207A7 7AILTEBOH—EAODI RRAVNERETEEXRT, < DOHITEE. Amazon S3
& AWS Elastic Beanstalk D —EABBNOI RRA M URLs ZRU7O7 7 A ILICERET S
FiEERULET, 2k serviceId® AWS Elastic Beanstalk A"&% ') £ 9 Elastic Beanstalko
AWS OH—E R BRI FlE. IXNTOAR—AZT A —AATICEEHRA, INTOXFEPIXF
ICEZE# A serviceldd & T, APIEFILDO ICESVTVWET, LEN 2T, Y—EAXID ¥—
& elastic_beanstalk [C&VY), COH—EADEREW: elastic_beanstalk = OIHASH
WMENEFT, services EO AV THEATIINTOH—ERARBIFF—DUANIDVWTIE,

T —EABEDTI Y RKRA 2 NOFEBBFi1 2SRBLUTSEEL,

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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services = testing-s3-and-eb

H—ERRERIAaVEEROTO77AITERATEES, L&A, 220707 74IILHE
UES services Z2FAL., O7O77ANTONT A BEETBDENTEET,

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

O—IR—AOFAFHRZEALTTOT7AILAOIY RRAV N ERELET

7’07 7 4 )LIZ IAM Assume Role #8EM source_profile NTX—ZRIC& > THREETNhEO-I)
R—ADRIEHRBN HD5HE. SDKIFEES A EZ7O77AINOY—ERRENDHEZFRALET,

O—I)FI—Enk7O7 74 EREhELA, FIZE. XROHRE config 774N Z2EH
LET,

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

Z7O774) BEFEALTI—RAT Amazon EC2 U HETE, T2 RAKRA > N https://
profile-b-ec2-endpoint.aws ELTHERENET, - RFAMMEOH—ERIZU VI ANZEE
LEBE. IVRRANOBREADARAZRLAODSY JICEREVELA, IV RRANE7O77 4
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9. SDK DBE, ARNEI YT, AWSDH—FER IVSA T RNELEREREATD Y
RESA VAR AT B EZICERELENTA—ZOERICKYET,

2. H—EABEDIREZE (AWS_ENDPOINT_URL_DYNAMODB & &) IC &k 2 TR#tE hB fE,
3. AWS_ENDPOINT_URL YO—/NI I RARA D NREBEHICE > TREHEE B E,

4. endpoint_url BREIC L > THESNBEK, configHEBET7 7LD services /> a>Hm
H—EADF—DOTICRANENET,

5 #%F config 774 ® profile N TEEEES N endpoint_url BEICK>2THES NI B
=

6. THhTID OF 7 ROIY KRS N URLAWS O —ERX FREICEAETNET,
AWS SDKs& Y —JLIC& D HR— K
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IANTCREENTVET, VM ATALAZ7ONT 15REF. AWS SDK for Java & AWS SDK for
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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 awslabs/aws-c-auth : AWS 254 7> MNMUDOFEIE (BRESRLEBHR 7 O/NA X — £ BR (sigvd))
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